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Onpepesiennsn

B HacToAmeM JOKyMeHTe HCHONB3YIOTCS CIEAYIOlMe TEePMHHbl M HX
OTpeeNIeHHS.

ABTOMATH3HDOBAHHAA CHCTeMa — CHcTeMa, COoCTosllas M3 [lepcoHana H
KOMIUIEKCA ~ CPEJACTB  aBTOMATH3allMM  €ro  JesATEeNbHOCTH,  pealu3yrolas
MH(QOPMAITMOHHYO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBJIEHHBIX (BYHKIIMA.

AyTenTHGHKANHSA OTHPaBHTeAsl JAHHBIX — [OATBEP)KICHHE TOrO, 4YTO
OTHPABUTEND MOMYYSHHBIX JaHHBIX COOTBETCTBYET 3aABICHHOMY.

bejonacHocTh NepPCOHAJBHBIX JaHHBIX — COCTOSHHE 3allMIIEHHOCTH
ICPCOHANIBHEIX  JIAaHHBIX,  XApAKTEPU3YEMOE  CHOCOOHOCTBHY  [MOB30BATENEH,
TEXHUYECKMX  CpPeICTB M HHOPOPMALIMOHHBIX  TEXHOJOIHH  00EeCIIeYHTh
KOHQUIEHLIHAILHOCTb, LEJIOCTHOCTh U JIOCTYITHOCTh NMEPCOHANBHBIX JIAHHBIX MPH HX
00paboTke B MHMOPMALMOHHBIX CHCTEMaX IePCOHATBHBIX TaHHBIX.

bHoMeTpHYeckHe  NepcoHa/bHBIEe  JaHHble —  CBEJIEHHS,  KOTOPbIE
XapaKTepU3ylOT (PU3HONOTMYecKe OCOOSHHOCTH 4YeloBeKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTBH €ro JHMYHOCTb, BKIIOYas (ororpaduu, OTHEUATKH [aJIbLEB,
ofpa3 ceTyaTku 17ia3a, OCOOSHHOCTH CTPOCHWS Tena H APYryl NoJodHYo
UH(pOPMALIHIO.

BiiokupoBaHHe MepPCOHANBHBIX AAHHBIX — BPEMEHHOE Mpekpalienue coopa,
CUCTEMAaTH3allMM, HAKOIJICHUS, HCIIOJIb30BAHUs, paCIpPOCTPaHEHHs, MePCOHa/IbHbIX
JAHHBIX, B TOM YUCJIE X MEpeIavm.

Bupyc (KoMnbloOTepHbIH, NMPOrpaMMHBIH) — MCIOJIHSAEMBIH [IPOrpAMMHBIH
KOJ WM WHTEPHpEeTHpyeMblH Ha0Op HHCTPYKLHH, 00Jajaloluid CBOHCTBAMH
HEeCaHKIIMOHUPOBAHHOTO pPAcHpOCTpaHeHHUs M caMoBoclpousseleHus. CoslaHHble

,E[}/6JTPIKELTI>I KOMIIBIOTEPHOI'O BHpYCa He€ Bcerga cCoOBIaAardT ¢ OpPHIHHajJIOM, HO

COXPaHSIOT Cr1ocoOHOCTh K JanibHeHieMy PacTipoCTpaHeHUIO U
CaMOBOCIIPOM3BE/IEHHUIO.
BpegonocHas  mporpamma —  mporpamma,  (peiHasHauyeHHas I

OCYLIECTBJICHHA HECAaHKIHMOHUPOBAHHOTO JOCTyrna W (MJIM) BO3JCHCTBUA Ha



MepCcOHANbHBIE JlaHHbIE MM PeCypCchl MH(GOPMALMOHHOW CHCTEMBI MepCOHAlbHBIX
JAHHBIX.

BenoMoratelbHbIe TeXHHYeCKHe CpeacTBa H CHCTEMbI — TeXHHYECKHe
CpeJcTBa H CHCTEMBI, He MpejHasHadeHHble AJI nepeadd, oOpadOTKHM M XpaHEeHHs
[ePCOHABHBIX JaHHBIX, YCTAHABIIUBACMbIE COBMECTHO C TEXHUYECKUMU CpejicTBaAMU
H CHCTeMaMH, IpejHa3sHa4eHHBIMH i1 00pabOTKH MEepCOHANbHBIX [JaHHBIX WIH B
MOMELLEHHAX, B KOTOPBIX YCTAQHOBJIEHB! WH(OPMAIIMOHHBIC CHCTEMBI MEPCOHATBHBIX
[aHHBIX.

JdocTtyn B onepanHOHHYI0 cpely KoMmIbioTepa (HH(pOPMAUHOHHOM
CHCTEMBI INE€PCOHANBHBIX [XAaHHBIX)— [IOyYeHHEe BO3MOKHOCTH 3allyCcKa Ha
BBITIOJTHEHWE  WITATHLIX  KOMaHH, GYHKUMH, [OpOUeRyp ONepalldOHHOW  CHCTeMb
(YHMYTOKEHHs], KOITMPOBAHMS, IIepEMELLICHHs U T.11.), UCTIONHIEMBIX (AIIOB IPUKIIAIHBIX
POTPaMM.

Joetyn K uHGOpPMANMU — BO3MOKHOCTL TONydeHWs WHpoOpMalmy # ee
KCITOJIb30BaHU.

3ak/alo4HOe YCTPOHCTBO — 3JIEMEHT CPe/ICTBA CheMa MH(POPMALMH, CKPBITHO
BHEIPACMEIH (3aKITabIBaeMblii MM BHOCHMBIM) B MECTA BO3MOXHOIO CheMa UH(pOpPMALNK
(B TOM 4YHCIle B OIpaxIeHHe, KOHCTPYKLIHIO, OOOpyIOBaHUE, MpeAMEeTbl HHTepbepa,
TPaHCIIOPTHBIE CpEICTBA, a TAKXKe B TEXHUYECKHe CpelcTBa M CHUCTeMbl 00padoTky
UH(POpPMALIIH ).

3amumaemass UHHpOpMauus — MHQOPMALWA, ABIIOLLAACT  [IpPeJMETOM
cOOCTBEHHOCTH ¥ MOUIS)KAIas 3allUTe B COOTBETCTBMM C TpeDOBAHMSMHU I[1PABOBbIX
JIOKyMEHTOB WM TpeDOBaHUSIMH, YCTAaHABIMBAEMbIMH COOCTBEHHUKOM HH(MOPMALIMHL.

Hpenrudukauusi —  MpUCBOeHUWe  cyObekTaM M 00BEKTaM  JIOCTYIIA
uaeHTU(HKaTopa MU (WIM) CpaBHEHHE MPEIbBISEMOro MICHTUHUKATOpA ¢ MepeyHeM
MPUCBOEHHBIX UAECHTH(HUKATOPOB.

HudopMaTHBHBIA  CHrHAJ —  JIEKTPUYECKHME  CHIHAbl,  AKyCTHYECKHE,
JIeKTPOMArHUTHBIE M JApyrue (u3idecKre IoJisl, [0 MapaMeTpaM KOTOPbIX MOXKET ObITh
pacKpbITa KOH(QUIEeHIMaTbHAs MH(pOpMalis (MepcoHabible JaHHble) oOpabaTbiBaemas B

MH(OPMALIMOHHOHN CHCTEME [IEPCOHATBHBIX JJAHHBIX.



HUnpopmaunmonnas cucrema nepcoHatbHbIX aaHubix  (MCIH) —
MHGOPMALMOHHAA CUCTEMA, MPE/CTABIAIOWAT COO0NH COBOKYIHOCTL MEePCOHANBHBIX
JAHHBIX, COJepKalliuXcs B 0aze JaHHBIX, a Takke WHOOPMAIIMOHHBIX TEXHOJOTHH U
TEXHUYECKUX  CPEICTB, [O3BOJIOLIMX  OCYIUECTBJIATH  00pabdOTKYy  TakUX
MNEPCOHANBHBIX [AHHBIX C MCHONB30BAHWEM CpPENCTB AaBTOMATH3alMK Wid  Oe3
MCIOJIb30BAHUS TAKHX CPEJICTB.

HNudopmannonHble TeXHOJOMHH — MPOLECCHI, METOIBI [TOMCKa, cOOpa, XpaHeHH!s,
00palboTKH, PENOCTABICHYS, PAcHPOCTpaHeHus MHOPMAIMH K CIIOCO0B! OCYILIECTBICHUS
TaKUX MPOLIECCOB U METO/I0B.

HcnonpzoBande mnepcoHaAbHBIX JIaHHBIX — JHCTBUS (omepalWu) c
[epCOHANBHBIMU TAHHBIMM, COBEPLIAEMbIE ONIEPaTOPOM B LENISIX MPUHATHS pelleHHH
MM COBEPLUEHHUS] MHBIX JIEHCTBHUH, MOPOKIAIOUIUX HOPHAWYECKHE [10CIe/ICTBUS B
OTHONIEHUHU CyOBEKTa NMepCOHABHBIX JJAaHHBIX WM JIPYTHX JHI IUO0 HHBIM 00pa3zoM
3aTparuBarOiMX MpaBa ¥ cBOOOAB! CyOBeKTa MEePCOHANBHBIX AAHHBIX MW APYTHX
JIHLL,

HceroyHuk yrposbl  0e3onacHOcTH HHGOpPMALMHU — CYOBEKT JIOCTYIA,
MATePHATBHBIH OOBEKT Wikt (r3HUecKoe sBIieHYe, SIBIOIIMecs TPUIUHON BO3HUKHOBE HUS
yrpo3bl 0€30M1acCHOCTH HH(POPMaLIUH.

KonTpoaupyemasi 30Ha — NpOCTPaHCTBO (TEPPUTOPHs, 3[aHHE, 4YacTb 3aHuf,
TIOMEILEHHE), B KOTOPOM MCKIIFOYEHO HEKOHTPOIMPYeMOe NpeObIBaHKNe TTOCTOPOHHMX JINLL, a
TaKKe TPAHCHOPTHBIX, TEXHUIECKMX U MHBIX MATEPHATBHBIX CPEICTB.

KoH}uIeHUHANBHOCTE MePCOHAJBHBIX [JaHHBIX — 00s3aTelbHOE [T
COOJIFOZIGHUS] OTepaToOpOM WM HHBIM MOJIYYMBIIMM JOCTYNl K NEPCOHATBHBIM JaHHBIM
JMLOM TpeDoBaHHWE HE JIONYCKAaTh KX paclpocTpaHeHHe Oe3 coryacus cyObekra
TIEPCOHATTBHBIX JTAHHBIX WJIM HATHYKS HHOI'O 3aKOHHOIO OCHOBAHMS.

MeskceTeBOH IKpPaH — JIOKAILHOE (OHOKOMIIOHEHTHOE) WIM (DYHKIMOHAIILHO-
pacrpeleieHHOe  I[POrpaMMHOe  (IIPOrpaMMHO-ANIapaTHOE)  CPEACTBO  (KOMILIEKC),
pean3yroliee KOHTPOJIb 3a HH(OpMaLHed, ocTynatomeld B MHPOPMALIMOHHYIO CHCTEMY
MePCOHATBHBIX TaHHBIX U (I ) BRIXOIALIEH U3 HH(POPMALIMOHHON CUCTEMBI.

Hapywure/r 0e30MacHOCTH NMEePCOHAJbHBIX JAaHHBIX — (DU3UYECKOE JIHILO,

CITyYalHO WM MPeJHAMEPEHHO COBEPIIAOLLIEE ACHCTBUS, CIIEICTBUEM KOTOPBIX SBIIIETCS



HapylueHHe O€30MacHOCTH EpPCOHANBHBIX JAHHBIX IIPH HX 00paboTKe TeXHHYeCKHMH
CpeZCTBaMH B MH(OPMALIHOHHBIX CUCTEMAax IIePCOHAIBHBIX JaHHbIX.

HeapromaTusupoBanHas 06pa6oTka MepcoHAJbHBIX AaHHBIX — 00paboTKa
NEPCOHANbHBIX  JaHHBIX, COAepKallUXcsi B  HMH(QOPMAlMOHHOH  CHCTEMeE
NEPCOHAJIBHBIX JIaHHBIX JUOO H3BIEYEHHBIX M3 TAKOH CHCTEMBI, CUYHTAETCS
OCYIIECTBIEHHON Oes HCIOJIb30BaHUA CpenCTB aBTOMATH3aLUH
(HeaBTOMATH3UPOBAHHOI), eCJiM Takue NeHCTBHA ¢ MEepCOHAJBHBIMHU JAHHBIMHU, Kak
UCIIONIB30BAHHE, YTOYHEHHE, pPACIpPOCTPAHEHHUE, VYHUYTOXKEHHUE TIePCOHANTBHBIX
JaHHBIX B OTHOLICHHH KaKAOro M3 CYOBEKTOB I[ePCOHAIBHBLIX JAaHHBIX,
OCYILECTBIISFOTCS IIPU HENTOCPEACTBEHHOM Y4YacTHH YeloBeKa.

HeaexksiapupoBaHHble BO3MOXKHOCTH —  (DYHKUMOHAIBHBIE — BO3MOKHOCTH
CpEJICTB BBIMMCIIUTENIBHOH TEXHUKH, HE OIMCAHHEIE UITH HE COOTBETCTBYFOLLIME OMTHCAHHBIM B
JTIOKYMEHTALHH, pH UCITOJIB30BAHUH KOTOPBIX BO3MO)KHO HapyllleHHe
KOH(HUIEHIMATBHOCTH, JOCTYITHOCTH HIIH LIJIOCTHOCTH 00padaTeiBaeMol HHGOpMAILIHH.

HecankumoHupoBaHHbiii J0oCTYn (HeCAHKIMOHWPOBAHHLIE AelicTBHS) —
aocTyn K vHQOpMalMd WM AeHCTBHA ¢ HHGOpPMALMEH, HapyLIArolpe MpaBuia pas-
IpaHUYeHHd JIOCTYIa C HMCIIOJB30BAHMEM LITATHBIX CPEACTB, [MPENOCTaBIISEMbIX
UH(POPMAIIHOHHBIMY CHCTEMaMH [ePCOHAIbHBIX TaHHBIX.

Hocuresab HHpopManuu — QU3MYecKoe JIUMLO WA MaTepHaTBHBIA 00bEeKT, B TOM
yucie (U3MYECKOe I0JIE, B KOTOPOM HMHMOPMALMS HAXOAUT CBOE OTPAKEHHE B B
CHMBOJIOB, 00pa30B, CUTHAIOB, TEXHUYECKUX PEIUeHUN M MPOLECCOB, KOMMYECTBEHHbIX
XapaKTepUCTHK QU3HYECKUX BETHYHUH.

OfesinunBanne MNEPCOHANBHBIX [daHHbIX — JCHCTBUS, B pe3yjbrare
KOTOPBIX HEBO3MOXKHO OIPeICIIUTE [PHHAUIEKHOCTL [EPCOHANIBHBIX [IaHHBIX
KOHKPETHOMY CyOBEKTY NepCOHaIbHBIX JaHHbIX.

O6paGoTka  DepcoHAJILHBIX  JAaHHBLIX —  JedicTBUs  (onepauuu) ¢
IeEpCOHAIIBHBIMHM JTAHHBIMHK, BKJITIOYast cOOp, CHCTEMATH3aLHI0, HAKOMJIEHME, XpaHeHHe,
yTouHeHHe (OOHOBJIEHHE, W3MEHEHHE), MCIIOJIB30BaHUE, PAaclPOCTPAHEHHE (B TOM YHCIIe
nepenayvy), ooe3nuyuBanue, 6JJIOKUPOBaHUE, YHHUYTOKEHHE TEPCOHAIBHBIX TaHHbIX.

O0menocTynHbIE MEPCOHANBbHBIE JAHHBbIE — [IEPCOHANIbHbIE JaHHbIE, J1OCTYII

HEOrpaHu4dcHHOTO Kpyra UL K KOTOPhIM HpPeAOCTaBJICH C COIVIaCUA CyGBBKTa



NEPCOHANBHBIX JAHHBIX WKW Ha KOTOPbiE B COOTBETCTBHM C (efepaibHbIMU
3aKOHAaMHU He pacnpocTpaHseTcs TpeboBaHHe COOIIOAeHHUS KOH(PHICHIIHAIBHOCTH.

Onepatop (mepcoHANBHBIX  JaHHBIX) — [OCYJapCTBeHHBIH  OpraH,
MYHHIMTAJBHBINA OpraH, IOpUAHYecKoe WK (pru3HdecKoe JINLIO, CaMOCTOATEIbHO HITH
COBMECTHO C JpYTMMH JIMUAMM OpraHusyrolide M (WIH) OCYLIECTBISOLINE
00paboTKy MNepcOoHANbHBIX MAaHHBIX, a Takke OIpeJensiole Leld 00padoTKu
NepcoHaNbHBIX JaHHBIX, COCTAB MEPCOHAIbHBIX JaHHBIX, MOMIeKAIIUX 00padoTke,
NeWCTBUS (ONlepanuu), CoBepiiaeMblie ¢ NePCOHATHEHBIMYA TAHHBIMY,

Texuuyeckne cpeacTBa HH(MOPMALHOHHOH CHCTeMbl TePCOHAJBHBIX
AAHHBIX — CPEACTBA BBMUUCIHUTEIbHON TEXHMKH, HH(POPMaLMOHHO-BBIYHUCIIHTENIBHbIE
KOMILIEKCBI ¥ CeTH, CPEJCTBA U CUCTEMBI MepeIayH, rpruemMa U 00padoTku [T/1H (cpenctsa n
CHCTEMbI 3BYKO3alMCH, 3BYKOYCHJIEHWS, 3BYKOBOCIIPOM3BEIEHHs, IepErOBOPHbIC U
TENIEBU3UOHHBIE YCTPOMCTBA, CpENCTBAa HM3TOTOBIEHHS, TUPLKUPOBAHHS [NOKYMEHTOB M
Ipyrue TeXHUYECKHe CpeacTBa oOpaboTKH pedeBo, rpaduyeckoi, BUmeo- U OyKBEHHO-
1uhposoi HHAOPMALMK), TTPOrPaMMHBIC CPEJCTBA (ONEPALMOHHBIE CHCTEMBbI, CHCTEMbI
yIpaBieHus1 0a3aMul JaHHBIX W T.I.), CPEJCTBA 3alMThl WH(QOPMALUH, MpPUMEHseMble B
UH(OPMAIMOHHBIX CHCTEMAX.

IlepexBaT (MH¢oOpMauuu) — HenpaBoOMepHOe IOJyyeHHe HH(pOpMaLMH ¢
MCII0JIb30BaHHEM TEXHUYECKOrO CPEJCTBa, OCYIIECTRIISIOLIEro 0OHapyKeHue, pHeM
1 00pab0TKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIe — Jr00ass HHQOPMALIHSA, OTHOCALLAACS K IIPAMO HIIH
KOCBEHHO ONpeNeNeHHOMY WK OmpefesisieMoMy OU3NYECKOMY JHLY (CyOBeKTY
MepCOHAIbHbIX IaHHBIX ), B TOM YMCIIE ero pamMuiIns, UMsl, OTYECTBO, IO, MeCALl, JaTa
H MECTO pOXJEHHUsd, aapec, CeMeHHOe, COLHaIbHOe, MMYLUECTBEHHOE MOJIOKEHHE,
oOpa3oBanue, npogeccus, 10X0/bl, Apyras HH(QOpMaLUs.

Ilo6ouHbIe 3JIeKTPOMATHHTHbIE H3/1y4YeHHs H HABOJKH —
3JIEKTPOMArHUTHBIE HM3JTyYCHHsI TEXHMYECKHUX CPeACTB OOpaOdOTKM 3allMINacMoi
HH(OPMAaLIMHK, BO3HHKAIOLIME KaK 1000YHOE SABJIEHHE U BBI3BAHHBIC DJIEKTPHYECKHUMHU
CHUTHAJIaMM, JACUCTBYIOLIMMUA B MX JJIEKTPUUYCCKMX M MArHMTHBLIX LENdX, a TaKKe

3JICKTPOMArHUTHBEIE HAaBOJKH 3THX CHCHaJOB Ha TOKOIIpOBOIAIIMEC  JIMHHH,

KOHCTPYKLHMM ¥ LIETIH MUTaHUS.



[ToJIHTHKA «YHCTOr0 CTOJIA» — KOMIUIEKC OPraHH3allMOHHBIX MEPONPHATHI,
KOHTPOJIMPYIOLINAX OTCYTCTBHE 3aNMChIBAHWA HAa OyMajkHble HOCHUTENH KIHo4ed u
aTpuOyTOB JOCTYTA (Maposiei) U XpaHeHus UX BOJIU3HM 00BEKTOB JJOCTYIIA.

IMosib30BaTeslb HHPOPMALMOHHOHM CHCTEMBbI NEPCOHAJIBHBIX JAHHBIX —
UL, y4yacTByollee B  (QYHKUHOHUPOBAHMH  HMHQOPMALMOHHOW  CUCTEMBI
IepCOHAIBHBIX JaHHbBIX MK UCTIONB3YIOIIEe Pe3YiIbTaThl €€ QYHKIMOHUPOBAHHUSI.

IpaBuaa pa3srpaHH4YeHuUs JaocTyna — COBOKYITHOCTh npaBul,
perJaMeHTUPYIOLLUX [IpaBa A0CTyna CyOBbeKTOB OCTYIa K 00beKTaM 10CTYIIA.

IIporpammaas 3akjgagKa — KOJA NPOrpaMmsbl, NpeAHAMEPEHHO BHECEHHBIH B
IporpamMMmy ¢ LENbI0 OCYIIECTBUTh YTEYKY, U3MEHMUTh, OJIOKHPOBATH, YHHUYTOXKHUTD
HHPOPMALMIO WIA YHHYTOXKUTh U MOAM(HIMPOBATH MPOTPaMMHOE obecredeHne
AHQOPMALlMOHHOW CHCTEMBbl T[EePCOHANBHBIX JaHHBIX © (HWIH) OJIOKHPOBATH
anmnapaTHble Cpe/JCTBa.

IIporpammHuoe (nporpaMMHO-MaTeMaTH4YeCKoOE) BO3/eHCTBHE —
HECAHKLMOHMPOBAaHHOE  BO3JICUCTBME  HA  pecypchl  aBTOMAaTH3MPOBaHHOM
MHOOPMAITMOHHOW CHCTEMBI, OCYIIECTBIASEMOE C HWCMOMB30BAHUEM BPEIOHOCHBIX
MIPOrpamM.

PackpbITHe NEpPCOHAJIBHBIX [daHHBIX — YMBILIIJIEHHOE WM Cly4yalHoe
HapylieHne KOHQUIAECHIIMATbHOCTH TI€PCOHANBHBIX 1aHHbIX.

PacnpocrpaHeHHe NepcOHANBHBIX JaHHbIX — J€HCTBUS, HallpaBlleHHbIE Ha
PACKpBITHE [1€PCOHANBHBIX JaHHBIX OIpeIeIeHHOMY JIHLY MM OIIpeAe]IeHHOMY
Kpyry Jidl, B TOM YHc/e OOHapOJ0BaHHUE [epPCOHANbHBIX JAaHHBIX B CpejcTBax
MaccoBOi HHGMOpPMAIIMH, pa3MellleHHe B UH(MOPMAIHOHHO-TeIeKOMMYHHUKALIMOHHbIX
CeTSAX WM NMPEJOCTaBIeHUE MOCTYIa K MepCOHAJbHbIM JAaHHBIM KaKMM-JM00 HHBIM
CIocoOOoM.

Pecypc unpoOpMaonHON CHCTEMBbI — UMEHOBAHHbBIM 3/IEMEHT CHUCTEMHOTO,
IPUKJIaJHOTO WU arnapaTHoro o0ecrieyeHus (OYHKLUHOHUPOBAHUS
HH(OPMALMOHHON CHCTEMBL.

CneunajibHble KATErOpHH NEPCOHAJBLHbIX JAHHBIX — IIEPCOHAJIBHBIE

JaHHBbIEe, KacCarIllHec:a paCOBOﬁ, HAaI[MOHAILHOH NpUHAAJICKHOCTH, NOJUTHHECKHX



B3[JIS/I0B, PEIMIHO3HBIX MK (unocoekux yOesxaeHHH, COCTOSHHS 3/10pPOBbS 1
MHTHUMHOH XU3HHU CyOBEKTa [1epCOHATBHbBIX JaHHBIX.

Cpeacrpa BBIYHCJIHTEIbHOH TEeXHHKH — COBOKYITHOCTH [POIPAMMHBIX U
TeXHUYECKUX 3JIEMEHTOB CHCTeM OOpabOTKH MAaHHBIX, CIIOCOOHBIX (DYHKIIMOHHPOBATH
CaMOCTOSATEIbHO UIIH B COCTABE APYTHUX CUCTEM.

CybobekT goctyna (cydbeKT)— MO WIM TpoLecc, IeHWCTBHS KOTOPOro
pernamMeHTHPYIOTCS NpaBUIaMH pa3rpaHUYeHUs JOCTYyIa.

Texauvecknii KaHajl YyTe4KH HHGPOPMALMH — COBOKYIMHOCTb HOCHTEISA
uHpopMaumK  (cpeactBa  00paboTku),  QUBMYECKOH — cpembl  PaclpoCTpaHEeHHs
HH(OPMATUBHOIO CMI'Hala M CPEICTB, KOTOPBIMM  JI0OBIBaCTCS  3alluiiiaeMast
HHpOpMaLIKs.

Tpancrpannunas mnepenaya  NepCcOHAJNBHBIX  JAAHHBIX —  [lepejaya
MepcOHaNbHBIX JaHHBIX OIlepaTopoM 4depes [ ocynapcTBeHHY0 rpanuly Poccuiickoii
Qejepaiiiyi  Opray BIAacTH HMHOCTPAHHOIO TOCYAApPCTBa, (DU3NYECKOMY WIIH
FOPUANYECKOMY JIMIY HHOCTPAHHOI'O rocy1apcTBa.

¥Yrpos3sl 0€30NaCHOCTH NEPCOHAJIBHBIX JaHHBIX — COBOKYITHOCTH YCIIOBMH W
(hakTOpOB, CO3NAIOUIMX ONACHOCTH HECAHKLMOHHWPOBAHHOTO, B TOM YHCJIE CIYy4aiHHOro,
JOCTYMIa K [EPCOHANBHBIM [AHHBIM, PE3yJbTaTOM KOTOPOTO MOXKET CTaTh yHUUYTOKEHME,
H3MeHeHHe, OJIOKUpOBaHHeE, KOIUPOBAHHWE, PACIPOCTPAHCHUE I[1€PCOHATIBHBIX JIAHHBIX, a
TaKk/Ke WHBIX HECAHKUMOHHPOBAHHBIX IEHCTBUH INpU MX 00padoTKe B MH(POPMALIMOHHOH
CHCTEME MepCOHATBHbIX IaHHBIX.

YHUUYTOKEeHHE MEePCOHANBHBIX TAHHBIX — JIEHCTBUA, B Pe3yabTaTe KOTOPLIX
CTAaHOBUTCS HEBO3MOJKHBIM BOCCTAHOBUTbH COJAEPXKAHUE I[EPCOHANbHBIX AAHHBIX B
MHPOPMALIMOHHON CUCTEME MEPCOHAIBHBIX JaHHBIX U (MJIH) B pe3yibTaTe KOTOPLIX
YHHYTOKAIOTCS MaTepHaIbHbl€ HOCUTEIIH NTePCOHABHBIX JaHHBIX.

Yreuka (amumaemol) HHOPMALHH MO0 TEXHHYECKHM KaHAJIAM —
HEKOHTPOJHPYEMOE  pacllpocTpaHeHHe HMHQOpMALMK OT HOCHTENA  3allHIIAaeMOH
HH(popMaLy vepe3 (PU3HYECKYO Cpeldy [0 TEXHHUYECKOrO CpelACTBa, OCYILECTBIIAIOLIETO
nepexBaT HHPOPMALIHH.

YsizBuUMoCTB — €11a00CTH B CPE/ICTBAX 3AIIUThI, KOTOPYK) MOXKHO MCIIOJIB30BATh U5

HapyIUEeHHs CHCTeMbI HITH coziepiKalleiics B Hell HHPOpMaLHH.



HearocTHOCTE HHGOPMANUH — CIIOCOOHOCTH CPEICTBA BBIYUCIHTENBHON TEXHHKH
WIM aBTOMATU3MPOBAHHON cHcTeMbl o0ecleyMBarTh HCM3MEHHOCTh HH(OpMaiyK B

YCIOBUSX CIIYHAHHOIO W/HITH npefHaMepeHHOTO UCKKeHus (Pa3pyLUeHHs ).



O0o3Ha4eHHns H coKpalleHns

ABC —anTuBUpyCHBIE CpeacTBa

APM — aBromaruzupoBaHhoe paboyee MecTo

BTCC — BeriomorarelibHble TEXHHYECKHE CPEICTRA U CUCTEMbI
NCTIH — nropMarMoHHas CHCTEMA TIEPCOHATBHBIX JaHHbIX
K3 — koHTpOnHpyeMan 30Ha

JIBC — nokanbHas BEIMHCIUTETLHAS CETh

MDD — MexceTeBO 3KpaH

HCJ1 — BecaHKIMOHHPOBAHHBIH JIOCTYTI

OC — ormepaliMOHHas CUCTEMA

IT/I1 — nepcoHanbHBle JaHHEIE

[IMB -- niporpaMMHO-MaTeMaTHYECKOe BO3ACHCTBUE

110 — nporpamMmpoe obecricucHne

TIOMUH — nioGounbie anekTpoOMarHATHBIE MTyYeHHs 1 HABOAKH
CA3 — cucTema aHaIW3a 3alAICHHOCTH

C3U - cpeacrtsa 3auTs MHOOPMaLKH

C3IMT/1u ~ cucrema (IoACUCTEMA) 3AIUUThI NEPCOHAITBHBIX NAHHBIX
COB - cucrema o0HapyKeHHUs BTOPKeHHH

TKYHW — TexHHYeCcKHE KaHalbl yTedKd MHOOpMaliK

YBIL/l — yrpo3s! 6e3011acHOCTH EPCOHANBHBIX TAHHBIX



BBenenue

Heobxomumocts  pazpabotkr  KoHuenumuu o0ycnoBieHa cobOmoieHeM
AehcTByOIMX B Poccmu 3akoHOJATENBHBIX M HOPMATHBHBIX [OKYMEHTOB I10
obecrniedyeHnI0 6e30M1acHOCTH MepCoOHaANBHbIX AaHHbIX ([11H).

Hacrosmas KoHuenuust omnpenelisieT OCHOBHBIE LU W 3aadyd, a TaKKe
00UIyI0 CTPATEryio NOCTPOSHUS CHCTEMBI 3alMThI epcoHaNbHbIX Hannbix (C311/1H)
I'V3 «KKb» (nanee - Yupexnernue). KoHuenuus onpeaenseT oCHOBHble TpebOBAHUS
1 0a3oBbIC MMOAXOMBl K HMX pealH3alHH, s JOCTHKEHHA TpeGyeMoro ypoBHS
0e30macHOCTH HHOOPMALIHH,

Konuenuusi paspaboTaHa B COOTBETCTBUH C CHCTEMHBIM TIOAXOIOM K
obecrnieyeHHI0 MH(pOPMaLHOHHON Oe3omacHOCTH. CHCTEMHBIH ITOAX0 MpeanonaraeT
MPOBEJCHHE KOMIUIEKCA MEDOIPHUATHH, BKIOYAIOIIAX HCCIIeJOBaHHE  YIpo3
UHPOPMALMOHHOK 0e30M1acHOCTH U pa3paboTky cuctems! 3ammTh [T/{H, ¢ nosuiuu
KOMIUIEKCHOI'O [PUMEHEHHS TEeXHHYECKHUX H OpraHM3allHOHHBIX Mep H Cpe/CTB
3alUTHI.

ITon wHdopmauuoHHOM Oe3onacHocThro [1/JH NOHMMAaeTCs 3alLIULIEHHOCTb
MepCOHANBHBIX JaHHbIX M oOpabartbiBarouiedi WX HMHMPACTPYKType OT JHOOBIX
CIy4YaWHbIX MM 3J0HAMEPECHHBIX BO3JCHCTBHH, pPE3yJbTATOM KOTOPBLIX MOXKET
SBUTbC HaHeceHue yiepba camoil uHopMaluu, ee Baaaeablam (cyosexram I1/1H)
unn  uadpacrtpykrype. 3afaud  “HGOPMALMOHHOW 0€30HacHOCTH  CBOAATCH K
MHHAMM3AIMKY yiiepba OT BO3MOKHOM peanusauuu yrpos oOesomacHoctd I1/1H, a
TAKJ)KE K MPOTHO3HPOBAHUIO H MMPEOTBPALLEHHIO TAKUX BO3/EHCTBHH.

KoHuenuus cayXXUT OCHOBOH /1 pa3pabOTKH KOMILIEKCa OpraHU3alliOHHBIX
¥ TeXHWYeCKUX Mep mno ofecneueHuro MHOOPMALKOHHOM  Oe3onacHOCTH
YupexaeHus, a TakKke HOPMaTHBHBIX H  METOJAMYECKHX  JOKYMEHTOB,
obecreyuBalONIMX €€ pealu3alyilo, W He [peAnojaraeT MOAMEeHbl (DyHKIHH
rOCYIapCTBEHHBIX OpraHoB BracTd Poccuiickoid @epepalidd, OTBEHAOUIUX 34
obecrieuenye 6€30MacHOCTH HHPOPMALIMOHHBIX TEXHOJIOTHI U 3aLUTY HHPOPMALUH.

KoHuenuus sBiseTcss MeTOL0JI0rHYeCKOM OCHOBOM J1J1d:



- ()OpMHPOBaHHA M MPOBEJEHHS €IMHON MOMUTHKM B OBJACTH OGecrnedeHus
tesonacnocty I1/in B UCT1Jn YVupexnenus;

- MIPUHATHS YNPABICHYECKHUX PELIEHWH M Pa3padOTKH MPAKTHHECKUX Mep [0
BOIUIOLICHHIO  DOJNMTUKH  Oe3omacHoctd [IJIH #  BBIpabOTKH  KOMILIEKca
COTJIacCOBaHHBIX Mep HOPMAaTUBHO-IIPaBOBOI'O, TE€XHOJOTUYECKOrQ u
OpraHU3allHOHHO-TEXHUYECKOTO  XapakTepa, HarpaBlIeHHBIX Ha  BhISBIIEHHE,
OTpaKEHHE U JIMKBUAALHIO MMOCIEACTBAN pealn3alliy pa3IudHbIX BUIOB yrpo3 [1/1H;

- KOOpJAHHALMK JEATeIbHOCTH CTPYKTYPHBIX MOApa3leleHHi YupekIeHus
Opy npoBefeHUuH paboT mo pazButTHro M skcryaraunu MCII/In ¢ cobmoaeunem
TpeboBaHul obecnieueHus GezomacHocTH I1]]H;

- pa3paloTKM  TNPeATOKEeHUM M0  COBEPUICHCTBOBAHUIO  MPABOBOO,
HOPMAaTHBHOTO, METOAHYECKOI0, TEXHUYECKOTO U OPraHHM3allMOHHOIO obecreyeHus
6ezomacHoctu [1/{a B UCTT/In Yupexnenus.

Ob6nacte npumeHeHus KoHuenuuu pacnpocTpaHseTcs Ha BCe OT/AEJIEeHHMS
VupexaeHus, JKCIyaTHPYIoie TeXHUUeCcKue u nporpammusle cpeactsa MCTTdH,
B KOTOPBIX OCYIIECTBIAETCS aBTOMAaruM3vpoBaHHas obpaborka I1/lH, a Tarkxke Ha
TOpa3IeNeH s, OCYILECTRISIOLIHE COIPOBMKICHUE, 00CITYyKUBAHUE U OOECTIeHeHHE
HopMaJbHOTO GyHKUMOHUpoBaHusa UCIT/]H.

[TpasoBoii 6a3oii s pazpaborku Hactosuled KoHuenuuu ciysxar TpeOoBaHus
neiictByromiux B Poccuu 3aKkoHOAarenbHbIX M HOPMATHBHBIX JOKYMEHTOB 10

ofecredeHuto 0e30MacHOCTH MePCOHATbHBIX AaHHbIX (IT/IH).



1. O01He NoI0KeHHs

Hacrosmas KoHuenuus onpenesnseT OCHOBHblE LN W 3aadd, a TaKke
OOIIYIO CTPATErHIO MOCTPOSHUS! CUCTEMBI 3alIUThI IIePCOHABHAIX AaHHbIX (C3I1/1H)
Yupexzenus, B coorBercTBuu ¢ [lepeusem [1/{n, nomnexammux sammre 8 MCITJ]
Yupexaenus. Konuenuus onpenesnser OCHOBHEIE TPeOOBAHUSA U 0a30BbIe MOAXO/b! K
HX peayM3alliy, 11 JOCTHKeHUs TpedyeMOoro ypoBHs 0e30macHOCTH HHPOPMALIHK.

C3I1[in  mpexacraBiser cobGoHl  COBOKYITHOCTH  OPraHM3alMOHHEIX W
TeXHHYECKMX MEPONPUATHIA i 3auThl [I/[H OT HenpaBOMEpHOTO HIIM CAy4YaiiHOro
NOCTyNa K HHM, YHUYTOXKEHWs, WU3MECHEHWs, OJOKMPOBaHUS, KONMPOBAHMS,
pactpoctpanenus I1/IH, a Takke HHBIX HEIPaBOMEPHBIX NeHCTBHH ¢ HHMH.

bezonacHOCTh MepCcOHATBHBIX [aHHBIX JOCTHTAeTCs MYTeM HCKIOYeHHs
HECaHKLIMOHUPOBAHHOTO, B TOM YHCIE CIy4alHOro, JOCTYNA K TIePCOHAJbHBIM
J@HHBIM, PpE3YJIbTATOM KOTOPOro MOXET CTaTb YHHUYTOXKEHME, H3MEHCHHE,
OIIOKUpOBAHHE, KOMUPOBAHUE, PACIIPOCTPAHCHUE MEPCOHANBHBIX JAHHBIX, a4 TAKKe
WHBIX HECAaHKLIUOHUPOBAHHBIX AEHCTBHH.

CrpykTypa, coctaB u ocHoBHEIe (GyHkuuu C3IIJIH onmpenenstoTcs ucxonas W3
yposusi 3amuinenHoct MCTTIAs. C3I1[dH BrmoYaeT OpraHU3alHOHHBIE MEpbl H
TeXHUYECKHE CpeJICcTBa 3alluThl HHGoOpMauuu (B TOM 4YHCIEe IIHQPOBANbHbIE
(kpuntorpaguyeckue) CpeacTna, cpeacTBa MpeA0TBPALLECHHSA
HECaHKIIHOHUPOBAHHOIO JIOCTYIA, YTEUKH MH(POPMALHH M0 TEXHHYECKUM KaHajam,
POrpaMMHO-TEXHHYECKHX BO3JICHCTBHM Ha TexXHHYecKue cpejcTBa o0paboTku
[T/14), a Takke HCHONb3yeMbie B WH(QOPMAIMOHHOW cucTeMe HHGOPMALMOHHbIE
TEXHOJIOTHH.

TH Mepbl NpU3BaHbl 00eCeYUuTh:

- KOHQHIEHUHAIbHOCTh MH(QOpPMaLKMK (3allHTa OT HEeCAHKIMOHHPOBAHHOTO
03HAKOMJICHHUS );

- HeJIOCTHOCTL  MHPOpPMANUM  (aKTyalbHOCTh Y HEMPOTUBOPCHHUBOCTD
yH(QOpMAllMK, ee 3allUIIeHHOCTh OT pa3pylleHHs H HeCaHKIIHOHMPOBAHHOIO

W3MEHEHUA ),



- AOCTYHHOCTH MH(OPMALUK (BO3MOKHOCTE 33 IPUEMIIEMOE BpeMs [10JY4HTh
TpebyeMyIo HHPOPMAIMOHHYIO YCIYTY ).

Craguu cozpanus C3I1/IH BKIIOYAKOT:

- NPeJIpOeKTHAs CTalusd, BKIKOYAIOLAs [pearpoekTHoe o0cienoBaHme
MCIIH, pazpaboTky TexHHUeCKOTO 3a/]aHUs Ha €€ CO3/aHue;

- CTAf¥s NPOSKTUPOBaHUA OCKU3HBIH npoexT u peanusainuu  WCIT /s,
BKJrodaroinas pazpadorky C3I1/1x B cocrase MCI1/IH;

- cragus BBoaa B aeictsue C3I1/IH, BKiIOYArOIIAst OMBITHYIO SKCIUIVATALHIO H
IPUEMOCAATOYHbIC HCIBITAHUS CPENCTB 3alliWThl WHMOPMAIMHK, A TAKKE OLEeHKY
cootBetcTBHA MCIT/H TpeboBanusam Ge3ornacHoCTH HHGOPMALIHH.

OpraHusallHOHHBIE MEpbl IMPEAYyCMaTpHBAIOT CO3daHHe W TOIAepKaHHe
npaBoBod 0Oaswl OesomacHoctd [[/H W paspaborky (BBemeHHe B jelicTBue) B
YupexIeHUH ClIeIYIOINUX OpraHH3alHOHHO-PACTIOPSIMTENBHBIX JOKYMEHTOR!

- [Inan mMeponpusaTHii Mo KOHTporO M obecrieyeHHIO 3awMTel [[JIH npu mx
obpadorke B UCTTIn;

- [lopsimok pe3epBUpOBaHHS M BOCCTaHOBJIeHUs paborocmocodHoctH TC u
10, 6a3 nauubeix u C3U;

- JlomkHOCTHAass HMHCTPYKUMsl J1MLa, OTBETCTBEHHOIO 3a OpraHu3alluio
00pabOTKH M 3alMThl NEPCOHANILHBIX JaHHbIX obecnedeHus OezonacHocTH 11/1H npu
ux obpadorke B MICI1/1#;

- JlomKHOCTHAS ~HMHCTPYKIIMs  JIMI@, OTBETCTBEHHOIO 3a obecrneuyeHue
oeszonacHocty [1)JIn B UCI1/H;

- JlomwkHOCTHAas WHCTpYKuus oneparopa OBM B uactu obecneueunus
6ezonacHocty 1111 npu ux obpadborke B UCI1/H;

- MHcTpyKLMs Ha cilydaid BOSHHUKHOBEHHs BHELITATHOH CUTYalHH,

- [onoxenue 06 WCIIOJIb30BAHKUU IPOrPaMMHOI0 obecneyeHus

MOJB30BaTCIIAMHA
TexHuueckue MEpPBI 3alHATHI peaIU3YHTCAd NpH NOMOLIM COOTBETCTBYHOLLHMX

NpOorpaMMHO-TEXHHYECKHUX CPEACTB U METO/10B 3alllUThI.



2 3anaun C3I1/1n

OcHosroi uenpto C3I1/IH ABAseTcss MUHUMH3ALUS yiepOa OT BO3MOMKHOM
peanuzauuu yrpo3 6ezonacHocty [1/14.

JUis pocTukKeHMsT OCHOBHOM Uenu cuctema oOesomacHoctd 11/ln MCI1/H
J0JKHa obecriednBaTh Y GEKTHBHOE pelleHHe CleAyIOIIUX 3a/1ay:

l. zammry oT BMmemartenscTBa B TMpouecce (ynkuuonuposanus HMCII/In
MOCTOPOHHMX JHI[ (BO3MOKHOCTL Mcnonb3oBaHus AC ¥ DOCTYN K ee pecypceam
OOJIKHBI ~ HMETh  TOJBKO  3aperHCTPUPOBAHHbIE  YCTAHOBJIECHHBIM  MOPSIKOM
110JIb30BaTEeH );

2. pasrpaHHYeHHe JOCTyla 3apeTrHCTPUPOBAHHBIX  IMOJb30BaTENICH K
AMIIapaTHBIM, [IPOTPAMMHBIM U HH(OpMauuoHHEIM pecypcaM MCTT/IH (BO3MOKHOCTE
JOCTYIIA TOJIBKO K TEM pecypcaM H BBIITOJIHEHHS TOJBKO TeX ollepaludid ¢ HUMH,
KOTOpble HeO00XOAWMBI KOHKpeTHbIM nois3oBateasiM MCIIH g BbImOJHEHHS
CBOUX CIIy’KeOHBIX 00sf3aHHOCTEH), TO €CThb 3allHUTY OT HECAHKIHMOHHPOBAHHOTO
nocryna:

- K uHpopMmauuu, mupkymapytomen B UCIT/IH;

- cpelicTBaM BeIdUcaUTeIbHOH TexHuku UCI/IH;

- anmaparHbplM, NPOrpaMMHBIM K KPUNTOrpaUYecKUM CpeLcTBaM 3alUWThI,
ucnonb3lyembim B MCIT/H;

3. perucTpalMio JeHCTBUH [10JI30BATEJIEH TP HCINOIL30BaHMH 3alMUIAEMbIX
pecypcoB UCII[JH B cHCTeMHBIX XypHajax M I[IEPUOJMYECKHH KOHTPOIIb
KOPPeKTHOCTH  A€HCTBHUH  MOJb30BaTeled  CUCTEMbl IIYT€M  aHaJIu3d
COAEPIKUMOT0 ITUX HKYPHAIIOB;

4. KOHTPOJb  LEJIOCTHOCTH  (oOecrieyeHHe  HEM3MEHHOCTH)  CpElibl
MCITIOJIHEHHUS] IPOTPaMM H €€ BOCCTAaHOBJIEHUE B C/Iydae HapylIeHHs,

. 3al0UTY OT HECaHKUHOHMPOBAaHHOM MOAMQUKALUMU H  KOHTPOJb
uenoctHocTd ucnobzyemblx B MCII/IH mporpaMMHBIX CpPeACTB, @ TAKKE 3alMTY
CHUCTEMBI OT BHEAPEHUS HECAHKLIMOHMPOBAHHBIX POTPaMM;

6. 3amuTy [1/JH OT yTeukd Mo TeXHUYeCKMM KaHajaM Ipu ee obpadorke,

XpaHCHHUH H I1epeaade 1o KaHalaM CBi3H,



7. zammry IlJIn, xpanumoifi, ofpabarbiBaeMoi H [epejaBaeMoil 110
KaHayaM CBS3H, OT HECAHKIHOHKPOBAHHOIO Pa3rialllcCHUs UM UCKAKCHHS,

8. obeclleyeHHe O KMBYUYeCTH KpUNTOrpaduyecKux CcpeiCTB  3alLUTHI
HHGOPMAIIAY [IPH KOMIIPOMETaLHH YacTH KITHOYEeBOH CHCTEMEI,

0. CBOEGBPEMEHHOE BBISBIIEHHE HCTOYHWUKOB yrpo3 OezonacHoctd I1J1A,
OPUYHUH M YCIOBHUH, cHocOOCTBYHOLIMX HaHeceHUIO ymepda cybdwektam 11J1H,
CO3JaHHe MEXaHH3Ma OIEePaTUBHOIO pPearnpoBaHMs Ha yrpo3bt DezonacHocTd [1/[H u
HCraTUBHBIC TCHACHIHHY;

10. cospganue yCHOBUH Ajlf MHUHUMH3ALAH W NOKAIW3AUMU HAHOCHMOLO
yuepba HenpaBOMEpHBIMH JICHCTBHUSMK  (QU3MYECKMX U FOPHAMYECKUX  JIHL,
ocinabneHHe HEraTUBHOIQ BIWSHUA © JUKBUAAUMA [MOCIEACTBHH HapyUICHHA

oezomacuocTH [1/]H.



1. O6beKTHI 3aMHTHI
3.1. Ilepevensb uHGOpPMAUHOHHBIX CHCTEM

B VYwuypexnaenun npousBoautcs o0paboTka MepcOHANbHBIX [aHHBIX B

HH(POPMALIMOHHEIX CHCTeMax 00paboTku nepcoHanbHblx AaHHbIxX (MCI1H).

3.2. IlepeueHb 00LEKTOB 3aIHTHI

OO6beKTaMu 3aATH SIBIsIOTCs — uHbopmalus, odpadaTbisaemas B MCT1/H, u
TEXHHYECKHE CPEICTBA ee 00pabOTKH M 3allkThl. [lepedeHs MepCcoOHANBHBIX NaHHbIX,
NOUieKaluX 3amure, onpenesnex B [lepeune 1111, nognexamux sammure B UCI1/In.

OOBeKThI 3aLUTEl BKIIOYAIOT!

1) ObpabarsiBaemas urdopmanys.

2) Texnonorndeckas uHbOpMAIIHsL.

3) IlporpaMMHO-TeXHH4YeCKHE CcpeacTBa 00paboTKH,

4) Cpencria 3amutel [T/1H.

5) Kanans! nHpopMaHOHHOr0 0OMeHa M TeJIeKOMMYHHAKALIHH.

6) OOBEKTHI M IOMEIIeHMs], B KOTOPBIX pazMernieHbl kommnoHenTs! MCIT .

3.3. Cucrema 3amuThl NEPCOHAJIBLHBIX 1AHHBIX
Cuctema 3auThl nepcoHanbHbIX AaHHbIx (C3I1/IH), cTpouTcs Ha OCHOBaHHH
MPUMEHEHMS TIPABOBBIX, OPTaHM3ALMOHHBIX M TEXHMYECKAX Mep MO 00eCcledeHHIo
0€30MacHOCTH MEePCOHAIBHBIX JaHHBIX.
Mepsl mo  obecnedyeHHI0  0€30MacHOCTH  [IE€PCOHANBHBIX  JAHHBIX
perjaMeHTHPOBaHbI CIeAYIOLUMH BHYTPEHHUMH aAMHUHHUCTPATHBHO-
PacIOPSIUTENBHEIMA M HHCTPYKTHUBHO-TEXHOIOIMYECKUMH JOKyMeHTaMu [Y3

«KKb

2 Texnuueckoe 3amanpe CucTeMa 3alUTbl [EPCOHAIBHLIX [JaHHLIX B
HHOOPMALHOHHOH CHCTeMe MTepPCOHATBHBIX JdaHHbIX «(O0s3aTebHOE MEAHIIMHCKOE

ctpaxoBanue» 1'Y3 «KKb»;

3. Texuuueckoe 3agaHHe CHCTeMa 3alIMTbl [IEPCOHANBHBIX INAHHBIX B

HHOPMALMOHHOH CHCTeMe TepCOHaNBHBIX AaHHBIX «[IporpammHuoe obecreuenue



Juis cOOpa ¥ ananusa AasHbiX HangoHaibHOro paimuannoHH0-3IHAeMHOIOTHYECKOTO
peructpa» ['Y3 «KKby;

-+ Texnnueckoe 3amanue CucTeMa 3alIUTHl [MEPCOHATBHBIX JAHHBIX B
UHGOPMANMOHHON CHCTeMe HepcoHambHBIX MaHHBIX «1C: BhICOKOTEXHOMOIMYHOM
MeguuuHCKoR nomoun» I'Y3 «KKb»;

2 Texunueckoe 3ananne CucrTema 3aUIMTHI [I€PCOHANBHBIX JAHHBIX B
uHGOPMAUUOHHON cucTeMe MepcoHanbHbpiX Aannbix «1C: [lnataste yenyru» ['V3
«KKb»;

6. Texnuuyeckoe 3amanne CHCTeMa 3alUTHl TIEPCOHANBLHBIX JIAHHBIX B
MHPOPMALMOHHOM cHcTeMe NepcoHaIbHBIX nanubiX «1C: BonpHrunas anreka» ['V3
«KKbpy;

- Texnuueckoe 3amaHue CucTeMa 3alIATH IIEPCOHANBHBIX JaHHBIX B
MHQOPMALIMOHHON CHCTEME TMEPCOHANBHBIX AaHHBIX «Peructp MeauuUUMHCKHX
paboTHuKOB» I'Y3 «KKb»;

8. ITpukaz I'Y3 «KKb» ot 06.04.2018 r. Ne250 «OO6 yTBepkaeHHH
[Tonoxenuss 06 opraHU3alUH U MPOBEICHUU pPadOT MO obecredeHut0 0e30MacHOCTH
MepPCOHAIBHBIX  JAHHBIX  00padaThiBaeMbIX B  HMHQOPMAUMOHHBIX  CHCTEMAax
[IepCOHANILHBIX JAHHBIX H/UTH 0€3 UCII0/Ib30BaHUs CPEICTB ABTOMATH3aLUU »;

9. [Tpukaz I'Y3 «KKb» ot 06.04.2018 r. Ne249 «O Ha3zHayeHMH KOMHUCCHH
110 OTIpe/IEICHUIO YPOBHS 3aLIMILIEHHOCTH NePCOHATBHBIX JIaHHBIX NTPH UX 00paboTKe
B HHGOPMALMOHHBIX CHCTeMax nepcoHalbHbIX JaHHbIX ['Y3 «KKb»;

10. TIIpuxa3z I'Y3 «KKb» ot 06.04.2018 r. Ne247 «O6 yTBepxkaeHUH
MucTpykuun oteercTBenHoro nosb3osatens CK3M I'Y3 «KKb»;

11. Tlpukaz I'Y3 «KKB» or 06.04.2018 r. Ne228 «O0 yTBepKICHHUH
WHCTPYKIIHM 110 OpraHU3allMd aHTHBUPYCHOH 3allUThl HHPOPMALMOHHBIX CHCTEM
nepcoHanbHbix AaHHbIX 1'Y3 «KKb»;

12. TIlpuxaz I'V3 «KKB» or 06.04.2018 r. Ne237 «O0 yTBepkKIeHUH
HMHCTPYKIMH [0 OpraHM3alid IapOJbHOH 3alUMThl HH(OPMALHOHHBIX CHCTEM
nepcoHanbubix AagHbIX [Y3 «KKby;

13. Tlpukaz I'V3 «KKby» ot 06.04.2018 r. Ne235 «O0 yTBepikKieHHH

WHCTPYKIMHU 110 OPraHU3allMM yuyeTa, MCIIOJIb30BAHMS, Mepeaain U YyHUUYTOKEHHA



DJIEKTPOHHBIX HOCHTETIEH TIEPCOHANIBHBIX [aHHBIX W JAPYrod KoH(HAeHUHANBHO
UH(OPMaLIUKY;

14, Tlpuxaz I'V3 «KKB» ot 06.04.2018 r. Ne230 «O06 yTBepKAeHHY
WucTtpykuuu no pabore ¢ MHOHIeHTaMH HH(OpMALMOHHOH OezomacHoctd I'Y3
«KKb»;

15. Tlpuxaz T'V3 «KKb» or 06.04.2018 r. Ne233 «OO6 yrBepkKaeHuu
HMuctpykuuu aIMHHUCTPATOPY ©e30I1acHOCTH HHpOpMaLITH 1o
aJIMUHUCTPHPOBAHHIO CPENCTB 3alUThl MHPOPMALHU OT HECAHKLHOHHPOBAHHOTO
JOCTyIa, KPUNTO-TPadHUYecKUX CPeACTB 3aLUThl MHOOPMALMHK, CPEACTB aHalu3a
3aIUIEHHOCTHY;

16. TIlpukas I'V3 «KKb» or 06.04.2018 r. Ne227 «OG6 yTBepkKICHHH
MucTpykivy 1m0 BOCCTAHOBJIEHMIO CBS3M B CIy4Yae KOMIPOMETalWH NeficTBYIOIINX
ximrouer kK CK3U I'Y3 «KKbB»;

17. Tlpukaz I'V3 «KKb» ot 06.04.2018 r. Ne231 «OO0 yTBepxkIeHUH
Wnctpykunn o0 opranuzammu ydera cpeacTB 3amAThl 11/1H 1 sKcnayaTalimoHHOH 1
TeXHUYeCKOH JokyMeHTanuu K HUM ['Y3 «KKby;

18. TIlpukaz I'V3 «KKb» ot 06.04.2018 r. Ne234 «O pomycke pabOTHHKOB
I'Y3 «KKb» k o0paboTke nepcoHanibHbIX AaHHBIX);

19. TIlpukaz I'Y3 «KKb» ot 06.04.2018 r. Ne24] «O s3sammumaemsblx
MOMEUICHHUAX W [MOMEIIEHHUAX OTPAHUUYCHHOTO A0CTYay;

20. TIlpukaz I'Y3 «KKb» ot 06.04.2018 r. Ne242 «O HazHayeHUH
amvuaUcTparopa UCIT/IH B I'Y3 «KKb»;

21. Tlpukaz ['Y3 «KKb» ot 06.04.2018 r. Ne243 «O HazHauyeHuM
OTBETCTBEHHBLIX 32 00e3THYNBaHHE NTePCOHATBHBIX JaHHbBIX);

22. Tlpukaz I'Y3 «KKb» or 06.04.2018 r. Ne248 «O HazHayeHUH
OTBETCTBEHHBIX IOJIb30BaTENICH CpeACTB KpUNTOrpaduuecko 3aumTsl HHbopMaLUy
B ['Y3 «KKb»;

23. Tlpuxa3 I'V3 «KKb» ot 06.04.2018 r. Ne240 «O ropsike A0ImyckKa JHIL B
3aIIaeMble TOMEILCHMA;

24. Tlpuxa3 I'Y3 «KKb» ot 06.04.2018 r. Ne246 «O cepBepHOM IOMeLEHUH
I'Y3 «KKbB»;



25, Ilpukas I'Y3 «KKb» ot 06.04.2018 r. Ne244 «O6 obecrieueHuu
BBINTOJIHEHHA TpeDOBaHUH M0 HCTOJB30BaHuIO B 00cnyskuBanuio CK3M»;

26. Ilpuxaz I'V3 «KKb» ot 06.04.2018 r. Ne229 «O0 yreepkaeHun
HMuctpykuun  nons3oBatensM [0 COOMIOACHUIO  OpaBul  MHGOPMALMOHHOM
0€30I1aCHOCTH IIpH padoTe B HHOOPMAIIMOHHBIX CHCTEMAX TIePCOHAIBHBIX JaHHBIX ),

27. llpukasz I'V3 «KKb» ot 06.04.2018 r. Ne232 «O6 yTBepsKaeHHH
MHCTpyKUMH 10 pe3epBHOMY  KOIIMPOBAaHHI)  HH(DOPMALHOHHBIX  PECYPCOB
MH(pOPMaIIMOHHBIX CHCTeM Nepconanbhbix nanHbiX I'Y3 «KKb»;

28. Ilpuxaz I'Y3 «KKBb» or 06.04.2018 r. Ne245 «OG yTBep IeHUU
[TonoxkeHuss © paspelIUTeNbHOH CcHCTeMe JIocTyrna K  KOH(HIEHLHATbHOM
uHpopmaiu, obpadarseisaemoit I'Y3 «KKby;

29. Tipukasz I'Y3 «KKb» or 06.04.2018 r. Ne236 «O0 yTBepxaeHnu
[Tostoxkenus 06 o0padoTke nepcoHanbHbIX AaHHBIX B Y3 «KKb»;

30. [Ilpukaz I'Y3 «KKb» ot 06.04.2018 r. Ne239 «O6 ytBepxaeHuu [TpaBum
OCYIIECTBICHHUS BHYTPEHHEI0 KOHTPOJIS COOTBETCTBUS 00pabOTKM IepCOHATBHBIX
JaHHBIX TpeOOBaHUAM K 3aluTe nepcoHalbHbIX AaHHbIX B I'Y3 «KKb»;

31, Tlpuxaz I'Y3 «KKb» ot 06.04.2018 1. Ne238 «O0 yrBepxkaennu | Ipasun
paccmoTpenus 3anpocos cy0bexToB [[/IH B ['Y3 «KKb».

B HOPMaTUBHO-NIPABOBBIX u aZIMHHUCTPATUBHO-PACIIOPSAUTEN bHBIX

JIOKyMeHTax oIpeaenseTcs HeoOXoAMMBIH ypoBeHb 3aluiuieHHocTH [1[In kaxao#

NCTIAH



4. Knacenduranus monbsosareneii UCIHIn

Tonr3zosarenem UCTI/In sBisercs nuio, yyacteyroiiee B GyHKLIMOHHPOBAHUH
HHQOPMALIMOHHOM ~ CHCTEMbl  MEpPCOHANBHBIX  [JaHHBIX HJIM  MCIIOJb3YIOLIee
pe3ynpTarthl ee QyHKuuoHupoBaHua. [lonpzomatenem MCIIIx sasasercs moboit
PaborHuk VYupexnaenus, umerownit jpoctyn k HMCIIAH u ee pecypcam B
COOTBETCTBHM €  YCTAHOBJIEHHBIM  IIOPSIKOM, B  COOTBETCTBHM C €0
$YHKIHOHATBHBIMU 00S3aHHOCTAMH.

ITons3osarenu MUCI1/IH nenstcs Ha TPl OCHOBHBIE KATEMOPHU:

1) Anmunncrparop UCIT/In. paGoTHUKH YupeskaeHHs, KOTOPbIC 3aHUMAIOTCS
HACTPOMKOH, BHEAPEHHUEM H COIPOBOXJIEHHEM CHCTeMBI. AnMunuctparop MCIT/n
00J13/1a€T CNEYIOWHM YPOBHEM TOCTYIIA:

- obnajaer nojHOH wmHQOpMamMed O CHCTEMHOM M I[IPHKJIAIHOM
nporpamMmMHoM obecrieueHud VICTT)H;

- o0nafaer MonHoOM WHMOpMauWend O  TEXHHYECKMX  CpeAcTBax o
koH@urypauuu UCIT/H;

- UMEET JIOCTYIl KO BCEM TEXHHUYECKHM cpelcTBaM 00paboTKu HH(DOpMALHUH H
nanaeiM UCITH;

- o0najaeT npaBaMM KOH(QUIYPUPOBAHUS H aJMHHHUCTPAaTHUBHOH HAacTPOHKH
texHu4deckux cpeacts UCIT/IH.

2) Mporpammuct-pazpaborank  MCITJ{n. PabGoThHuku  YupexieHus win
CTOPOHHUX OpraHU3alWd, KOTOpPble 3aHUMATCA pa3paloTKOH NporpaMMHOIO
obecrieyenus. Paspaborunx MCIT/IH oOnafgaer cienyomuM ypoBHeM 0CTYyIa:

- o0namaer wuHpopMauued 00 aaropuTMax M HOporpaMmax 00padoTkKu
uHhopmaruu Ha UCITH;

- 06sazaeT BO3MOJKHOCTAMH  BHECEHMs OLIMOOK, HEAEKIapHpOBaHHBIX
BO3MOXKHOCTEH, MPOrpaMMHBIX 3aKJ1a/J0K, BPEJOHOCHBIX NIPOrpaMM B IPOIPAMMHOE
obecneuenue MCIT/{x Ha cranuu ee pazpaboTKu, BHEAPEHUS U COMPOBOKACHUA;

- MOXKET pacrosiarate JIOObIMH (QparMeHTaMud HH(GOPMALUH O TOIOJOIHH

WCII/IH 1 TexHu4eckux cpeactBax obpaboTku u 3amuthl 11/1H, 0OpabaTbiBaeMbIX B

HUCT1H.



| 3) Oneparop  WICIT[In.  Pabormuku  moppasmenenuii  Yupexaenus,

yuactByowue B nipouecce sxciuryarauuu HUCIIua. Oneparop MCIlJn obaanaer

CNelyIOIM YPOBHEM JOCTy1Ia:

- obnagaer BceMH HEOOXOJHMBIMH aTpuOyTaMu (Hampumep, mnapoiem),
oOecneYHBAOLTNME JOCTYTI K HEKOTOpoMy ntoaMuoxecTBy T,
| - pacnosaracT KOHQUISHIHATBHBIMH JaHHBIMHU, K KOTOPEIM MMeeT TOCTYTI.
B Vupexienun onpesienenst aBe xateropun nosszosarenedt WCILIa:
Anmuuuctparops! UCILH, Oneparopsr MCIT/IH ¢ npasamy 3aIncy.
Ha ocHoBanui 3THUX KaTeropuil onpeaereHbl mpaBa JIOCTyna K 3ieMeHTaM

UCTI[H nns Bcex noas3oBateneil u orpakarorca 8 Marpune goctyna B [lonosxkenun

O pa3rpaHUuCHUY PaB AOCTyMA K 00padareiBaeMbiM 1 1J1H.
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OcHOBHbIE NPHHIHNIBI NOCTPOEHHS CHETEMbI KOMILIEKCHOMH 3aUIHTHI

HHopmanHH

[Moctpoenue cuctems! obecrievenns GesonacHoctd [0 UCITJIH Yupexienus

(QYHKIIMOHUPOBaHHE JODKHBI ~ OCYIIECTBIATHCS B

ClIeAyronIHMHU OCHOBHBIMH ITPHHIHIIAMH:
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52
3.3,
5.4.
5.5.
3.6,
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3.8,
3.9,
5.10,
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5.13.
5.14.
5.15.

3aKOHHOCTD;
CHCTEMHOCTE;

KOMITJIEKCHOCTb;

HeINpepbIBHOCTH;

CBOEBPEMEHHOCTD;

[IPEEMCTBEHHOCTDh H HENPEPBIBHOCTE COBEPUICHCTBOBAHHS;
fiepcoHanbHas OTBETCTBEHHOCTD;

MHUHUMHU3ALHMA TOJJHOMOYHH;

B3aUMOJCHCTBHE U COTPYIHHUYECTRO;

rUOKOCTb CUCTEMBI 3allIHUTHI;

OTKPBITOCTE AJIFOPHTMOB ¥ MEXAHU3MOB 3aLIHTHI;
[IpOCTOTa MPUMEHEHHS CPEACTB 3allHUThI,

Hay4Hast 00OCHOBAHHOCTD U TEXHUYECKAs Peanu3yeMoCTh;
cHelHanu3anus U NpoecCHOHaTU3M;

00s13aTeILHOCTE KOHTPOJA.

5.1. 3akoHHOCTB

COOTBETCTBHH

Cco

IIpeanonaraeT OCYUIECTBICHHE 3alUTHLIX MEPONPUATHH M PaspabOTKy

C3I1[In VYupexjeHuss B COOTBETCTBHHM C JCHCTBYIOIIMM 3aKOHOJATEIbCTBOM B

obnacty zamwuThl IIJIH W Jpyr¥x HOPMATHBHBIX AaKTOB IO De301acHOCTH

MH(pOPMALIHH, YTBEPXKACHHBIX OpraHaMH FOCYAapCTBEHHOW BJIACTH H YIpaBIICHUs B

npeaeiax ux KOMIIETEHIINH.

[Tonpzosarend u obcnyxuparoumit nepconan [1[x MCIIAn YupexaeHus

JOMKHBI OBITH OCBEIOMIICHBI O MOPsiKe paboTsl ¢ 3amuiaeMoi uadopmanue u 0d

OTBETCTBEHHOCTH 3a 3aiuuty IT/1H.



5.2. CHcTreMHOCTDH

Cucremusiii noaxon k noctpoenno C3I1/IH Vupexaenus npenmonaraer yuer
BCEX B3aUMOCBS3AaHHbIX, B3aMMOJEUCTBYIOIUMX U H3MEHSIOIMXCI BO BpEMEHH
DJICMEHTOB, YCIOBHH M (DAKTOPOB, CYIIECTBEHHO 3HAYMMBIX IS MOHUMAHUS |
peluenus npodaemsl obecnedenus 6ezonacnocty [1n UCTI/a Yupexnenus.

Ipu cosnanum chcTeMbl 3allUTHI JOJDKHBI YYMTHIBATECS BCe cJlabble M
Hanbonee ysA3BUMBIE MecTa cHCTeMbl o0paborku [I[[H, a TarKke xapakTtep,
BO3MOXXHbIE ODBEKTHI H HAIpaBIEHHs aTak Ha CHCTEMY CO CTOPOHBI HapylUMTesei
(0COOEHHO BBICOKOKBATHU(DHLMPOBAHHBIX 37I0YMBILIIEHHUKORB), TyTH MPOHUKHOBEHHS
B pacnpeaeieHHple cucteMbl ¥ HCJIl k mHpopmaunu. Cucrema 3aliuThl J10JDKHA
CTPOHUTHCS ¢ YYETOM HE TOJIBKO BCEX H3BECTHBIX KaHaJIOB NpoHUMKHOBeHHs U HCJI k
HMH()OPMALHK, HO M C YYETOM BO3MOKHOCTH MOSIBJICHHS MPHUHIMUITHAILHO HOBBIX
MyTeH peanusalmy yrpo3 OesonacHocTH. CUcTeMA 3alIUTBI OMIPEAE/IeHa B JCKU3HOM

TIPOEKTe.

5.3. KommiekcHoCTh

KommiekcHoe HCIONB30BaHHE METOM0B M CPEACTB 3allUThI Iperoiaraet
COTJIacOBaHHOE MPHMEHEHHWe Pa3HOPOIHBIX CPEACTB TPHU TMOCTPOCHMH LEJOCTHOM
CHCTEeMbl 3allMThl, IE€PeKpblBalOLIed BCe CYLIECTBEHHblE (3HAYMMble) KaHalbl
peanuzaludd yrpo3 M He cojepikalled ciiadblXx MECT Ha CThIKaX OTAENbHLIX &€
KOMIIOHEHTOB.

3amuTa JOKHAa CTPOUTHECS SIIENOHMPOBaHO. I KaK[0ro KaHajla yTeUYKH
HHQOPMalUK M U KakJ0H yrpo3sl 0e30MacHOCTH JOKHO CyLIEeCTBOBAaTh
HECKOJIbKO 3aIUTHEIX pyOesker. Co3naHue 3alMTHBIX pyOeked oCyLEeCTBIAETCs ¢
y4eTOM TOro, 4toObl UId MX MPEOAOJCHHs MOTEHLMAIbHOMY 3/J0YMbBILIEHHHKY
TpebOoBaIuch MNPOPECCHOHANIBHBIE HABBIKU B HECKOJIbKMX HEB3aMMOCBSI3aHHBIX
06I1acTsIX.

BHeluHss 3aldra  O0/DKHAa oOecreduBaThes (QU3MUECKUMH  CPeACTBaMu,
OpraHU3aIlMOHHBIMH U TpaBOBbIMU MepaMd. OJHUM K3 Haubojiee YKpPEIUIEHHBIX
pybexeit mpu3BaHbl OBITH CPEJACTBA KPUNTOrpapUUECKON 3aLUTHI, PEealu30BaHHbIE ¢
ucrnoss3zosanueM texHonorud VPN, [lpuxnaHoi ypoBeHb 3alLUThI, YYMThIBAIOIIHUH

0COOEHHOCTH NPEAMETHON 00JIaCTH, TIpeICTaBIsSET BHYTPEHHUH pyOexK 3aIlkThI.



S.4. HenpepbiBHocTh 3amuTs [1/In

Jammra [IJIH — He pa3oBoe MepompusTHE M HE IPOCTasd COBOKYIHOCTE
MPOBEJACHHBIX MEPONPHATHH W YCTaHOBJIEHHBIX CPEICTB 3AlMThI, 4 HENpPepbIBHbI/
LeNeHANPABICHHBIX [POLECe, NPEANONaraloMini NpHHATHE COOTBETCTBYIOMIMX Mep
Ha Bcex sTanax xu3HeHHoro uuxia MCIT/x.

WCHJH 10mKHEI HAXOAWUTHCA B 3ALUMIIEHHOM COCTOSHHM Ha HPOTSKEHHU
BCEro BpeMeHH WX GYHKUMOHUPOBAHWSA. B COOTBETCTBMM € 3TUM HPHHIMIOM
JOJIKHBI IPUHUMATBCS Mepbl 110 Hepomnyrenuto nepexoga MCII/IH B HezammineHHOE
COCTOSIHHE.

bonbUIMHCTBY ~ QU3UHECKMX W TEXHUYECKUX  CPENCTB  3alldThl U
5} (heKTUBHOTO BBINOIHEHUs CBOUX (DYHKIHH HeOOXOAUMA TIOCTOSHHAA TeXHUUECKas
M OpraHu3alliOHHas (aJAMWHMCTPATHBHAs) TOMIJEpKKa (CBOEBPEMEHHAS CMeHa |
obecrieyeHHe NPABUIBHOTO XpaHeHWs ¥ [PUMEHEHUS HMEH, Napojel, Kiodei
K (poBaHHUs, TepeolpeleIeHHe IOJHOMOYHHA U T.1.). [lepepsIBbl B padoTe cpelcTs
3alUThl  MOIYT OBITh  MCIIOJIB30BaHbl  3JIOYMBIIUIEHHUKaMHU U711 aHaliusa
NpUMEHSeMBIX METOJOB W CPEACTB 3allUTBI, ISl BHEAPEHHUS CIeHHAbHBIX
NpOrpaMMHBIX U alllapaTHbIX "3aKIa10K" U APYTUX CPEICTB MPEOJOIEHHS CHCTEMBI

3alllMThI ITOCJIE BOCCTAHOBJIEHUS €€ (byHKHHDHHpDBaHHﬂ.

5.5. CBoeBpeMeHHOCTH

[Tpennonaraer ynpexIarolldd XapakTep Mep oOecrnedeHuss 0e301aCHOCTH
1/, TO ecTh MOCTAHOBKY 3aday no xommiekcHo# 3awute MCII/n u peanuszanmio
mep oOecriedenus OezonacHoctd [T/l Ha panHux cragusx paspaborku MCITn 8
[1€JIOM U €e CUCTEMbI 3alIMThl HH()OpPMALUK, B YACTHOCTH.

Pa3paboTka cucTeMbl 3aIUTHI AOKHA BECTHCh NapallesbHO ¢ pa3paboTKoH U
pa3BUTHEM CaMOH 3alUIIaeMOi CHCTeMbl. DJTO [O3BOJUT Y4YeCTh TpPeOoBaHUs
0€e30MacHOCTH NMPU MPOEKTUPOBAHMM APXUTEKTYPbl M, B KOHEYHOM CHYETE, CO3/aTh
fousee 3¢ GeKTHBHBIE (KaK 110 3aTpaTaM pecypcoB, TaK M 110 CTOHKOCTH) 3allMlleHHble

CHUCTCMEI.



5.6. IlpeeMcTBeHHOCTH M COBEpLIEHCTBOBAHHE

[Ipennonarajor NOCTOAHHOE COBEPILICHCTBOBAHME Mep M CPEJCTB 3allUThI
WH(QOPMALMKA HA OCHOBE MPEEMCTBEHHOCTH OPraHM3aLMOHHBIX M TeXHUYECKMX
peluenuif, KaJpoBoro cocrapa, ananusa pyHkiuponuposanus UCII/IH u ee cructeMsi
3aIMTRI ¢ YYeTOM U3MEHEHHMH B METOHaX M CPeJACTBaXx mnepexBata MHGOOPMaLNH,
HOPMAaTUBHBIX  TpeOOBAaHWK 1O  3alMTe, JOCTUTHYTOTO OTEYECTBEHHOTO W

3apy0eKHOro orbiTa B 3TOH 0bacTy.

5.7. Ilepcona/ibHasi OTBETCTBEHHOCTD

lpeanonaraer Bo3nokeHHe OTBETCTBEHHOCTH 3a obecrevyeHre OE30MacHOCTH
IT/ilh m cucremsl ux o00paboTkH Ha Kaxaoro paboOTHHKA B mpejesiax ero
MOJTHOMOYMH. B  COOTBETCTBMM ¢ 3TUM NPUHUUIIOM pacrpe/ielieHHe [paB |
00s3aHHOCTEH pabOTHMKOB CTPOMUTCS TakMM 00pa3oM, 4TOOBI B cilydae JHOOO0ro

HapyIleHHs KpYT BAHOBHUKOB ObLT YETKO M3BECTEH HITH CBEAeH K MUHUMYMY.

5.8. [lpuHUHN MHHHMH3AUHH NOJTHOMOYHH

O3HavaeT NpeaocTaBlIeHHE MOJIB30BATEISIM MHUHHUMAJIBHBIX IIpaB J0CTYId B
COOTBETCTBHH C IPOU3BOJICTBEHHOH HEOOXOIMMOCTBIO, HA OCHOBE IMPHHIIMIIA «BCE,
9TO He pa3pelleHo, 3allpeieHo.

Hoctyn k I1/lH po/oKeH MpeaoCTaBASATHCS TOJNBKO B TOM cllydyae W 00beMe,
ecjii  3TO HeoOX0omMMO pabOTHHKY Ui  BBUIOJHEHHSA €ro  JOJUKHOCTHBIX

00s13aHHOCTE.

5.9. BsanmojeiicTBHE U COTPYAHUYECTBO

[lpenmonaraeT co3maHde ONArompHATHOH aTrMocepbl B KOUIEKTHBAX
noapasjelienul, obecnevuBaomux fedrensHocTs HMCIIJn  Yupexienus, /s
CHIKEHMA BEPOSATHOCTH BORHHKHOBEHMA HEraTHMBHbBIX JIEHCTBHH CBSA3aHHBIX C
4eJIOBEUECKUM (aKTOPOM.

B Takoii 00cTaHOBKe pPabOTHUKHM /IOJUKHBI ~OCO3HAHHO  cOO0/I0/JaTh
YCTaHOBJICHHbIE NIPABUJIA U OKa3bIBaTh COJEHCTBHE B AEATEILHOCTH [10/pa3/ie/ieHHH

TeXHUYECKOH 3auThl HHQOPMAaLIUH.



5.10. I'mbéxoctp cuctempr 3amute I1/1H

IIpuHsTbIE MEpBI ¥ yCTaHOBJICHHBIE CPE/ICTBA 3allUThl, 0COGEHHO B HA4albHBbIH
NepUON HX J3KCIUIyaTallyd, MOryT OO0ecleudBaTh KaK uYpe3sMepHbil, Tak #u
HeJOCTATOYHbIH YPOBeHb 3alUMThL. JIsi obecreyeHus BO3MOXKHOCTH BAPbUPOBAHMSA
YPOBHEM 3QIHINEHHOCTH, CPENCTBA 3aLUThl [JOJOKHBI 001amaTh OMNpeaeeHHONH
rHOKOCThI0. OcODEHHO BaXKHBIM 3TO CBOMCTBO SIBIS€TCS B TeX CIydasx, KOTaa
YCTAHOBKY CPEACTB 3aIMThl HeOOXOANUMO OCYIIeCTBIATh Ha paboTarollyo cucTeMy,

He Hapyuwias [IpoLecca ee HopManbHOro GyHKIHOHUPORAHUS.

S.11. OTKpBITOCTD 2JIFTOPHTMOB U MEXAHH3MOB 3aLHTHI

CyTb NPHUHLHUNA OTKPHITOCTH IFOPUTMOB M MEXAHH3MOB 3alllATHI COCTOUT B
TOM, YTO 3allUTa HE JOJDKHA O0ECIevyMBaTBhCS TOJILKO 33 CYET CEeKPEeTHOCTH
CTPYKTYPHOH OpraHHM3allid M alrOpUTMOB (YHKIHOHHPOBAHHUS €€ MOICHCTEM.
3HaHMe aJTOPUTMOB PabOThl CHCTEMbl 3all[UThl He JOJKHO J1aBaTh BO3ZMOMKHOCTH ee
npeogonenud (faxe apropam). OmHako, 3TO He O3HA4YaeT, yTo UHpOpMauus o

KOHerTHOﬁ CHCTEME 3alllMTEI JO/IZKHA OBITh 06HI6,ZIOCTyl'IHa.

S.12. [IpocroTa NnpuMeHeHUs CPEACTR 3aIUTLI

MexaHu3Mpl 3aIIUTBl JOJKHBI OBITh MHTYMTHBHO [MOHATHBI H IPOCThl B
HCIIOJIb30BaHUK. [IpUMeHeHHe cpe/cTB 3alldThl He JO/KHO OBITb CBA3aHO CO
3HaHWEM CIIeUANbHBIX S3BIKOB WM C BBINOJHEHHEM JeHCTBHH, Tpedyroimx
3HAUMTENBHBIX  JOMOJMHUTENbHBIX  TpyHo3aTpaT  [pd  oObMHOH  paboTte
3aperdCTPHPOBAHHBIX YCTAHOBJIEHHBIM IIOPSIKOM I10JIb30BAaTelIeH, a TakKe He
OOJKHO TpeDOBaTh OT MOJb30BATeNsl BBINOIHEHHA PYTHHHBIX MAIOMOHATHBIX €My
ornepanuil (BBOJ HECKOJIBKHUX [TapOJIeH U MMEH U T.J1.).

HomKHa JOCTUTATLCS ABTOMATH3alMs MaKCHMAlbHOTO 4YHCjaa JelCTBui

nonp3osarened u aamuuctparopos UCII/IH.

5.13. Hayynas 060CHOBAHHOCTH H TeXHHYECKAsH pPeajiulyeMocTh

I/IH(I)OpMaL[HOHHbIG TE€XHOJIO'HH, TeXHHUYECKHE H IpPOorpaMMHLIE CpEJICTBA,
cpeactea H MEpbl  3alIHTHI I/IHCbOpMaLII/IIfi JOJIXKHBI OBITh peaiM30BaHbl  Ha

COBpEMEHHOM YPOBHE pPa3BUTHA HAyKHM M TEXHHKH, HAYyHHO 000CHOBaHbl ¢ TOYKH



3pCHMSA QOCTHIKEHMS 3JIaHHOTO YPOBHS ©€30MacHOCTH MHGOpPMALMHU M JIOIKHbI

COOTBETCTBOBAThL YCTAHOBJIEHHBIM HOpMaM U TpeboBaHHsM 110 OezonacHocTu [1/1n.
C3I1/In momxHa ObITH OPHEHTHPOBAHA HA PEIUEHHS, BO3MOKHBIE PUCKM JIIA

KOTOPBIX M Mepbl TIPOTHBOAEHCTBHSL DSTHM pHUCKaM TNPOLUIM BCECTOPOHHION

TEOPETHYECKYIO U IIPAKTHYECKYIO TPOBEPKY.

S5.14. Cneuuanu3zauus u npogeccHoHauimM

Ilpennonaraer mnpuBieyeHHe K pa3pabOTKe CPENCTB W peajiM3alid  Mep
3aLHTHI uHdopManuu CHCIHaIM3UPOBAHHBIX OpraHu3aliu, Haubosee
MOATOTOBJIICHHBIX K KOHKPETHOMY BHIAY [JEATENBHOCTH 110  O0ECHeYEeHHIO
0esonacHocTy I1/]H, MMEIOIMX OIBIT NMPAKTHYECKOH pabOThl M rOCYAAPCTBEHHYIO
TUUEH3WI0 Ha  [paBO  OKasaHus youyr B 3Tod  oOmactu.  Peanuszauus
aIMUHUCTPATUBHBIX MEP M IKCIJIyaTallHA CPE/ICTB 3allUThI JOILKHA OCYILECTRIATHCS

npodeccHOHANBHO NOATOTOBIEHHBIMU CIIEIIMATHCTAMH Y UPEsKIeHHU,

5.15. Ob6s3aTenbHOCTD KOHTPOJIS

[Ipenrnonaraer 00sM3aTeNbHOCTE U CBOEBPEMEHHOCTE BBIABIEHHS U MPECeYEHHs
TIOMBITOK HapyIIeHUs] YCTAaHOBJEHHBIX MpaBui obecredeHus desonacHoctd [1/IH Ha
OCHOBE WCTIONB3YEMBIX CHCTEM ¥ CPEJACTB  3allMThl  HMHOOPMALMK  [IpH
COBEPILEHCTBOBAHUH KPHUTEPHEB U METO/IOB OLEHKU 3QPEKTHBHOCTH ITUX CUCTEM H
CPECTB.

Kontponp 3a JesTeNbHOCTBIO JIOOOTO I10Jib30BaATENs, Ka)KAOro CpeActsa
3allUTEl ¥ B OTHOIICHWH JHOOOTO O0BEKTa 3alUMThbl AOJKEH OCYLIECTBIATHLCS Ha
OCHOBE TPUMEHEHMs CPEICTB OMEPATHBHOIO KOHTPOJIS M PErHCTPALMH M J10JKeH
OXBaTbiBaTh KaK HECAaHKIMOHMPOBAaHHbIE, TaK ¥ CaHKUMOHUPOBAHHBIC NCHCTBUS

[M0JIb30BAaTEIEH.



6.  Mepbl, MeToanl H cpeacTBa obecneyenns TpeGyemMoro YpOBHS
3AHIIEHHOCTH

Ofecneuenne TpebyeMOro ypoBHS 3allMIIEHHOCTH JOJKHBI J[OCTHIATHCA C
UCHIOIBb30BAHUEM Mep, METOL0B U cpescTB OezomacHocTH. Bee Mepnl obecnievenns
oezonacHocti MCI1/lH nonpaznenstores Ha:

6.1. 3akoHOMaTenbHbIE (TIPaBOBLIE);

6.2. MOpanbHO-3THYECKHE;

6.3. opraHM3alUOHHBIC (aIMUHUCTPATHBHEIE);

6.4. duzudeckue;

6.5. TeXHHYecKHUe (almapaTHble W POrPaMMHBIE).

Ilepeuennb BEIOpaHHBIX Mep oOecredeHus Ge30acHOCTH oTpaxaercs B [lnane

MEpONpUdTHH 1o odecniedennio 3auutel [1/1H.

6.1. 3axkonogare/ibHbie (IPABOBbIE) MepPbl 3aALNUTHI

K mnpaBoBeIM Mepam 3aiIMThl OTHOCSTCSI JEHCTBYIOIIHE B CTpaHE 3aKOHBI,
yKa3bl M HOPMAaTHBHBIE aKTbl, perJaMeHTHpYIolMe mnpasBuia oOpamenus ¢ [1/Ih,
3aKpeIISIFOIIMe 1paBa U 0053aHHOCTH YYAaCTHHKOB HH(GOPMALHOHHBIX OTHOILEHHH B
nporecce ee  o0paOdOTKM M MCHOJB30BAHMS, a TakKKe YCTaHaBIMBAIOLIHE
OTBETCTBEHHOCTh 33 HapylleHus OTUX [paBuil, NpensTcIBys TeM  CaMbiM
HEIPABOMEPHOMY HCMOJIb30BaHMI0 [TIH U sIBNsAIOLIHECs CASPKUBAIOLIUM (DaKTOPOM
JUTsl MOTEHUHANbHBIX HapyLIUTeNeH.

[IpaBoBble  Mepbl  3allMTBl  HOCAT B  OCHOBHOM  YIIPEWIAMOUINH,
MpOGUIAKTHYECKUH XapaKTep U TPeOYIOT NOCTOSHHOH Pa3bsCHUTEbHON paboThl ¢

I10JIB30BATC/IAMH U 06CHY?KHB&H)HIHM IepcoHaioM CHUCTEMBI.

6.2. MopajibHO-DTH4YECKHE MePbl 3alHTbI

K MoOpanpHO-3THYECKUM MepaM OTHOCATCA HOPMBI IMOBEIAEHHS, KOTOpbIC
TPaJMLHOHHO CJIOXHIUCh WIH CKJI&IbIBAIOTCA N0 Mepe pacnpoctpanenus DBM B
cTpaHe Wiu o6uecTBe. DTH HOPMBI DOJIbLIEH YacThIO He ABJATCA 00A3aTe/IbHBIMH,
KaK  3aKOHOJATEJIbHO  YTBEP)KICHHbIC  HOPMATHUBHBIE  aKThl, OJHAKO, HX
HecoOroAeHue BeeT OObIYHO K Ma/IeHNUI0 aBTOPUTETA, NPECTHIKA YeNOBEKa, MPYTIIbl

JML WIK OpraHu3aluuy. MopanbHO-3THYECKHE HOPMbI OBIBAKOT KakK HelKcaHble



(HampuMep, OOLIENpPU3HAHHBIE HOPMbI YECTHOCTH, NaTpUOTU3Ma U T.IL), TaKk U
MACaHBIE, TO €CTh OQOPMJEHHbIE B HEKOTOpbIH CcBOJ (yCTaB) HpaBun MK
NpeaTIucanuil,

MopaibHO-5THYECKHE Mephl 3alUUThl SBISIOTCS NPOYUIAKTHIECKHMH M
TPeOYIOT NOCTOAHHOM PadoThl MO CO3MAHHIO 340POBOrO MOPATBHOTO KJIHMATA B
KOJUIEKTHBAX Mojpa3jie/leHHid. MopalbHO-3THYeCKHe Mepbl 3aIUUTBl  CHUKAOT
BEpOSITHOCTh BO3HMKHOBEHHMS HETaTHBHBIX NeHCTBHH CBA3AHHBIX C 4el0BEYECKUM

(axTopoMm.

6.3. OpranuzanvoHHbIie (AIMHHHCTPATHBHbIE) MePbI 3aLIHThI

OpraHu3alyoHHble  (aJMHHHCTPATHBHBIE) Mepbl 3ALIMTBI - 3TO MEpbI
OpraHu3allHOHHOIO XapaKTepa, PerilaMeHTUPYIOIIHE MPOecchl HYHKIIHOHHPOBAHHS
UCIIln, wucnonb3opanue pecypcoB MCII/QH, nesitenbHocTh 00CTyKUBAIOMIETO
[epcoHaia, a TakKe MOPALOK B3auMoeHcTBUS nonb3oBartened ¢ MCII/la Taxum
00pas3oMm, 4TOObI B HauOOJIBILIEH CTeNEeHH 3aTPYAHUTE WM UCKIIOYHTE BO3MOKHOCTD
peayi3aluy yrpo3 0e30MacHOCTHM WJIH CHU3MUThL pasMep IMOTepb B Ciydae HX
peanu3anuu.

I'naBHasi 1ieib agMHHWUCTPATHUBHBIX Mep, TNPEANPHHUMAEeMbIX HA BBICLIEM
yIIpaBieH4YeCKOM ypoBHe — chOPMUPOBaTL MOMUTUKY  UHGMOPMALMOHHOH
0ezomacHoctd II/ln Ha ocHoBe «TexHudeckoro 3amanuss» u Otyera 00
obcnenopannn  MCITAH» (oTpaxarollyrd MNOAXOAbl K 3allUTe HHGQOpMAaLKH) H
obecreyuTh €€ BBINOJHEHHE, BbIAENSIS HEOOXOAMMBIE PECYpPCbl M KOHTPOJIMPYs
COCTOsIHME JelL.

Peanuszauus nonutuku wunbopmanuonton OezonacHocty [IAr B MCIAn
COCTOSIT U3 Mep aAMUHUCTPATUBHOIO YPOBHS U OPraHW3alUOHHBIX (MIPOUELYPHBIX)
Mep 3alIUThl HHpOpMaLuu.

K aaMHHHCTpaTHBHOMY YPOBHIO OTHOCATCS  pelIeHHd PYKOBOJCTBA,

saTparuBaroinue jaesitensHocTs VICTIH B nenom. TIpHMepoM Takux pemieHHd MOTYT

ObITBb;



MPUHATAC pEeUICHUs O (OPMUPOBAHMHM MM TIEPECMOTPE KOMILICKCHOI
nporpaMmel obecneuenus Gezonacnoctu [1/IH, onpeseneHne OTBETCTBEHHBIX 3a ee
peanu3anuio;

GopmynupoBanye [ieel, MOCTAHOBKA 3ajay, ONpejesieHye HampablIeHHil
AeATeNbHOCTH B 00nacTy 6ezonacHocTty [1/1H;

NPUHATHE PEMICHAH [0 BOMPOCAM pPeANM3ALUH MPOTPaMMbl Oe30MaCHOCTH,
KOTOPEIE PACCMATPUBAIOTCA HA YPOBHE YUPEKISHUS B LEIOM;

obecrieveHre HOPMATUBHOH (IPABOBOIL) 0a3bl BONPOCOB GE30MACHOCTH 1 T.11.

[TonTrka BepXHEro YpOBHS AOMKHA YETKO QUYEPTUTh cdepy BAUAHUS U
OrpaHHYEeHHs TPH ONpeje/eHUH Lened OezonacHoctu [1/[H, ompenenuTs KaKUMU
pecypcamu (MaTtepHalbHble, IEPCOHAN) OHH OyIyT JOCTUTHYTHI M, HAWTH pa3yMHbI
KOMITPOMHCC MEXIY NPUEMIIEMBIM YpPOBHEM 0e30MacHOCTH U (QYHKIIHOHATBHOCTHIO
HUCTIH.

Ha opra#usallMOHHOM YpOBHe OIllpelessaioTes MpoUedypbl W MpaBHiia
NOCTHXEHHS Lened W pelleHHs 3aaad MOJUTHKH HHPOPMAMOHHOH 0e30MacHOCTH
[TIn. DT npaBuia onpenessror:

KakoBa 001acTh MPUMEHEHHS TOJTUTHKHN OezonacHocTH [1/1H;

KaKOBBI pOJIM U 0013aHHOCTH JOKHOCTHBIX JIML, OTBEYAlOUIHE 3a POBeJdeHHUe
noJuTHkH bezonacHocT I1/1H, a Tak ke UX YCTaHOBUTH OTBETCTBEHHOCTD;

KTO HMeeT npasa goctymna K [1/14;

KaKiMH MepaMH M CpeJcTBaMU obecredrBaercs 3aumra I1/IH;

KaKUMH MepPaMH H CPeJICTBaMH 0OeceuuBaeTcsl KOHTPOJIb 3a COOJIOIeHHEM
BBEJICHHOTO pexKuMa 0€30IacHOCTH.

OpraHu3alliOHHbIE MEPB] JOTIKHBI:

NpeycMaTpUBaTh PEerinaMeHT MH(QOPMALMOHHBIX  OTHOILLEHWMH, MCKIHOYAROLINX
BO3MOKHOCTb HECAHKIIMOHMPOBAHHBIX AeWCTBUM B OTHOLIEHHH OOBEKTOB 3alI{HThI;
ONPEENTh KOANMLMOHHbIC ¥ UepapXuueckye NPUHIMNbI U METOB! pasrpaHnuyeHus
noctyna K [/1H;

ONpeJensTs MOpAAoK padoThl ¢ MPOTPaMMHO-MATEMATHYECKHMHU U TEXHHUYCCKHMH

(anmapaTHBie) CPEACTBAMW 3aIMThl W KPUNTO3AMMTEL W JPYTUX  3aIIHTHBIX

MEXaHU3MOB;



opranuzoBarb Mepbl npotuBojercrBus HCJ[ nonb3oparensMu  Ha  dTamax
ayTeHTH(QUKAIMY, aABTOPU3ALMH, HICHTHOUKAIMYM, OOECeuuBaloMX TapaHTHH
peaTH3aluy NMpaB H OTBETCTBEHHOCTH CyOBEKTOB HH(POPMALIHOHHBIX OTHOLIEHHH.
Opranu3aluoHHbBIe MEPbI TOJIKHBI COCTOSTD H3:

perinamenTa noctyna B nomemenus MCI /Iy,

MOPSJOK AoIycKa pabOTHUKOB K Hcnonb3oBanuio pecypcos MCTTln Yupexnenns;
pernamMeHTa IpOLECCOB BejaeHUs 0a3 JaHHBIX M OCYLISCTBIEHHS MOIM(HKALMH
HH(OPMAIIHOHHBIX PECYPCOB;

perimaMeHTa MPOLUECCOB  OOCHYXKHUBAHUA W OCYWIECTBIEHUS  MOIU(DUKALUH
anmnapaTHeIX U nporpamMmusix pecypcos MCITxH;

WHCTpyKumi  nonbsosatenell WMCIIAn (ammunucrparopa WCII[IH, onepartopa
HUCT1dn);

HHCTPYKLMH I10JIb30BaTeNIel IPH BO3HUKHOBEHHH BHEIITATHBIX CUTYaIHH.

6.4. ®usuyeckne Mepbl 3alHTHI

@Qu3n4ecKue Mepbl 3alllMThl OCHOBaHBl Ha [PUMEHEHHH pAa3HOro poja
MEXaHWYECKHX, 2JIeKTPO- UIIH MIEKTPOHHO-MEXaHHYECKUX YCTPOHCTB H COOPYKEHHH,
CHeWaNbHO MpPeJHAa3HAYEHHBIX M CO3JaHHS (PU3MHECKUX IPensTcTBUi  Ha
BO3MOJKHBIX TIYTAX NPOHMKHOBEHMS M JIOCTYNAa HNOTEHLMAIbHBIX HapyLUWTENeH K
KOMITOHEHTAM CHCTeMBbl M 3allMlIaeMoil HH(pOPMalMH, a TaKKe TEeXHHYECKHX
Cpe/ICTB BU3YallbHOIO HAOIIOAEHHUs, CBA3H U OXPAHHOH CHIHAIIM3aLKH.

duzudeckas 3alura  3AHHE, [OMEIEeHUH, O0OBEeKTOB M  CPEJCTB
WH(QOPMATH3AKMK J0JDKHA OCYILECTBIIATECSA MYyTeM YCTAHOBACHKSA COOTBETCTBYIOLIMX
[IOCTOB OXpaHbl, C MOMOIIBIO TEXHHIECKHX CPEACTB OXPaHbl WK NHOObIMU APYTUMU
croco0amMy, — MpelOoTBpallafOlUMMK  WAM  CYLIECTBEHHO  3aTPY/IHSOLLHMH
NPOHUKHOBEHHE B  3/JaHHE, [IOMEIIEHUS  MOCTOPOHHMX  JIML,  XHILEHHE
HHPOPMAAOHHBIX HOCHTENeH, CaMyX CPeAcTB MHMOPMATU3ALMA, UCKIFOUYAK UMY
HAXOXKIEHUE BHYTPH KOHTPOJIMPYeMOH (OoXpaHseMON) 30HbBI TEXHHYECKHX CPEACTB

PasBeAKH.



6.5. AnmnapaTHo-mporpamMMHbie cpeacTBa samuTel I1/{n

Texnnueckue (anmapaTHO-MpOrpaMMHbIE) Mepbl 3aIIMThI  OCHOBaHbI Ha
WCIOIB30BAHMM PA3IUYHBIX BIEKTPOHHBIX YCTPOHCTB W CHELMANBHBIX [TPOTPamMM,
Bxoaaux B coctaB MCIT/IH ¥ BBINOMHAIOWKX (CAMOCTOSATE/ILHO HIIH B KOMILIIEKCE C
APYTHMH Cpe[CTBaMH) (YHKUHH 3aIIATHl (MACHTHPUKALHKIO W ayTeHTH(QHUKALIHIO
[0JIb30BaTENIeH, pasrpaHHYeHHE JIOCTYIIa K pecypcam, PeTrHCTPaldiy  COObITHI,
KpunTorpaduyeckoe 3aKpbiTHe HHPOPMALMH | T.1.).

C yueroM Bcex TpeGoBaHUN U MPUHIKMNOB obecnedeHus OezonacHocTy [1/IH B
WCII1/[# no BceM HanpaBeHHsAM 3alIMThl B COCTaB CHCTEMbI 3alHThl 10JDKHbI OBITH
BKJIIOYEHBI CJIEYIOIINE CPEICTBA!

CpelncTBa UICHTUPUKALIUH (omo3HaBaHHA) %4 ayTEeHTU(PHUKALHH
(noaTBepKAcHUS NOIMHHOCTH ) nosb3osarene MCITIx;

CpelCTBA pa3sIpPaHUYEHUs [OCTYIAa 3aperUCTPUPOBAHHBIX [10JIb30BATEICH
cucreMsl K pecypcaM MCIT/IH Yupexnenus;

CpeAcTBa 00eCledYeHHss W KOHTPOJS  LEJOCTHOCTH MPOrpaMMHBIX U
MH(MOPMAILIMOHHBIX PECYPCOB;

CpeICTRA ONEPATUBHOIO KOHTPOJISI U PerUucTpaliy COOBITUH 0€30MMacHOCTH;

Kpurrorpaduyeckde cpegactsa sawmrel [1/1H.

YcneniHoe mpHMeHeHHMe TEeXHHYECKHUX CpeJICTB 3allMThl Ha OCHOBAHHH
MPUHLKNOB (pa3gen 5) OpeAmojiaraeT, 4YTO BbINOJHEHHE IEePEeYHCIIEHHbIX HHKe
TpeboBaHuil OOecne4eHO OPraHM3ALMOHHBIMHM (2JMUHHMCTPATHBHEIMM) Mepamu i
UCTIIONB3YEMBIMU QU3UYECKUMHU CPECTBAMU 3T

o0ecriedeHa GuU3nvecKas LeI0CTHOCTE Beex komnoHeHT MCT1/IH;

Kaxapid paboTHHK (momb3oBarens MCILJH) wnum rpynna nonb3oBartelei
HMeeT YHUKaJbHOE CUCTEMHOE MMsi U MUHUMAJILHO HEOOXOMUMbIE /I BBIIOJIHEHHUS
UM CBOMX (YHKIIMOHAIBHBbIX OOA3aHHOCTEH IMOJHOMOYMA MO JOCTYHY K pecypcam
CHCTEMBI;

BCe H3MeHeHHS KOHQHUIYpallHM TEeXHHYECKHX M IPOrpAMMHBIX CpeJICTB
HUCTIJIH npoH3BOJATCS CTPOr0 YCTAHOBJIEHHBIM IOPSAKOM (perucTpupyrorcs H

KOHTPOJIUPYIOTCS ) TOILKO HAa OCHOBAHUHU PACTIOPAKEHUH PyKOBOACTBA Y YpeIKACHHS;



ceTeBoe 000pYJA0BaHUE (KOHLEHTPATOPHL, KOMMYTATOPbL, MapIIPYTH3ATOPBl U
T.H.) paciiojgaracTca B MeCTax, HEOOCTYIHBIX [Ji8 MNOCTOPOHHHX (CHGIJ,HEUH:HBIX
MOMeIleHHsX, Kadax, u T.I1.).

CIelAAIACTaM¥ Y UpeskieH sl OCYIECTBIISIETCS HenpepbiBHOE yIpaBicHue M

aIMHHHCTPpATHBHAA NOLICPKKa QJYHKLII/IOHHPOBaHHH CPeaACTB 3allHThI.



7. Kourpoas s¢pdekruBHocTH cinerembl 3alinThl HCILIn Yupesxaenus

Kontpons  3ddextuBHocty  C3I1JJx  gopkeH  ocyIlecTBideTcs  HA
mepuojuueckoit  ocHome.  Llenbto  KoHTpoist  3dpexkTUBHOCTH  ABiIACTCA
CBOEBpeMeHHOe BbIABICHME HEHaANeXamuX pexxumoB padotst C3IIHOn (oTkmoYueHne
CPEACTB 3aIUTHL, HApyIIeHHE PEXXHMOB 3alUThI, HECAHKUHOHHPOBAHHOE M3MEHEHHE
pe’kuMa 3alluThl U T.I1.), @ TaK [IPOTHO3UPOBAHHE M IIPEBEHTHBHOE PearnpoBaHye Ha
HOBBIE YIpo3bl 6e3onacHocTy 1114,

KoHTpone MoOKeT TIPOBOJMTHECS KakK aJAMHMHUCTpaTOpaMH $e30MacHOCTH
NCI1/Ix (onepaTuBHBIN KOHTPOIB B IIpoliecce HHGPOPMALUOHHOTO B3aUMOAEHCTRHUA B
UCTI A1), Tak 1 OPUBICKAEMBIMU [UIS DTOH LENd KOMIOETEHTHBIMU OpraHu3anuaMy,
HMEIOMMMH JIHLEH3NI0 Ha ATOT BHI AeATeIpHOCTH, a Takke PCTIK Poccun u OCH
Poccrn B mipenenax UX KOMIIETEHIIUH.

KonTtpons moxer ocymecTBisiThess aamubuctpatopom HWCIIIn kax ¢
MOMOILBI0 INTAaTHBIX CpPeICTB CHCTeMBl 3amuThl [[[[H, Tak H ¢ TOMOLIBIO
CIEeUHATBHBIX [IPOIPAMMHBIX CPEACTB KOHTPOJIS.

Owenka sdpdexruBHocTy Mep 3ammThl [IJIH OpOBOJUTCA ¢ MCIIONB30BAaHHEM
TeXHHYECKHX M IIPOTPAMMHBIX CpPEACTB KOHTPOJIS Ha INpeaMeT COOTBEeTCTBUS

YyCTaHOBJIEHHBIM TpeOOBaHUAM.



8. Cdepsl oTBeTcTBeHHOCTH 32 Oe3onacHocTh I/ n

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTpoJIb Hal obecnevyeHueM
0e30TacHOCT TEePCOHANBHBIX MaHHBIX HABAAETCA T[NARHBIA Bpad Yupew/eHus.
['maBHBIM Bpay MOXeT [elerdpoBaTh 4YacTh IIOJIHOMOYMH [0 o0OeclnedyeHuo
0e30MacHOCTH TMepCOHANIBHBIX JaHHBIX.

Cdepa OTBETCTBEHHOCTH [NIaBHOI'O Bpaya BK/IIOYAET CIIeyIOLINe HallpaBJIeHus
obecnieuenus d6ezonacHoctH [1/1H:

IInanupoBanye U peannsanus Mep no odecneyeHuto 6ezonacHocTH [1/[H;

Ananuz yrpo3 6ezonacHoctu [1/]H;

Pa3paboTky, BHenpeHWe, KOHTPOJIbL MWCIIONHEHHUS W TIOANEpPKAHHE B aKTYalbHOM
COCTOSHUM  TOJMTHK, PYKOBOICTB, KOHLINIHUH, TNpOLEAYp, pPerIaMeHTOB,
HHCTPYKLUHA M OpYrux OpraHu3allMOHHBIX JOKYMEHTOB [0  00ecCIeqeHHIO
0e30MacHOCTH;

KouTpouns 3amuienHocta U T undpactpykrypsl Yupexaenus ot yrpos Ub nytewm;
O0yuenue u nHopmuposanue noss3oBateneii UCI1/IH, o nopsake pabotsl ¢ [1/IH u
CpeJICTBaMH 3alllUTHI;

[IpenoTBpallieHne, BbIABIEHHE, pearHpoBaHUE M paccle/loBaHHUE HapylUeHHUH
6e3omnacHocTH I1]1H.

[Ipr B3auMONEHCTBUM CO CTOPOHHUMYK OpraHu3alUsasMU B Ciaydasx, Koraa
paOOTHHKAM 53THX OpraHH3alui MNpeNoCTaB/IAeTCA HOCTYN K OOBeKTam 3allHUThl
(pazgen 3), ¢ 9TMMHU OpraHM3alMsIMU JODKHO OBITH 3akitodeHo «CornaiieHue o
KOHGUAEHIHATbHOCTHY, T100 «CornalieHHe 0 COOMOIeHNH pexuMa 0e30acHOCTH
[1In npu Bbondenuu pador B MCIIIn». [ToaroroBka THMOBBIX BAPUAHTOB 3THX

COTJIAIIEHUH OCYIECTBISIETCSA COBMECTHO C FOPHIAMYECKOH Cly:K00H yupeKaeHMs.



9. Mogens napymnTe/is 6e30n1acHOCTH

lon gapyiimtenem B YUpeXkJAeHWN NOHUMaeTCs AUL0, KOTOPOE B pe3yabTaTe
YMBINJICHHBIX HJIM HEYMBILUICHHBIX JACHCTBHH MOKeT HaHecTH yuiep0d obbekTam

3aIUThI (pazaen 3).

Hapymurenu rogpasjendrorces no npusHaky npusaprexnoctd k UCIH/Ix. Bee

HapYIIUTEMH JEIATCA Ha JIBE TPYIIIbL:
¢ BHEIIHUE HapyluuTenn — QUIMYECKUe [UIA, He UMEIOLIHe [Ipara

npeOBIBAHUS HA TCPPUTOPHH KOHTPOJNMPYEMOH 30HBI, B TNpeaeax
xoTopol pazMemtaerces obopynosanue UCI I,
BHYTPEHHUE HApYIUUTEIHM — (QHU3UYECKHe JIHIA, HMMEIOIIUE [paBo
npeOpiBaHUs HA TEPPUTOPHUM KOHTPOJIUPYEMOH 30HBI, B Npepesax
KOTOpO# pa3meniaeTcs obopyaosanue MCIT/IH.
Knaccupuxanmss  Hapymwurened  npeiacraslieHa B

AHaiuTHIeCcKOM

obocHOBaHHU HeobxoauMoctu cozjanus C3I1Ix Mojens HapymTens.



10. Mogear yrpos GesomacHocTd

Ha UCITIn YupexxaeHus BBLIENAIOTCA CHEAYIOIIHAC OCHOBHBIC KATEropuu
yrpo3 0e3011acHOCTH 11epCOHANBHBIX TaHHEBIX !

1) Yrpo3sl OT yTeUkH 110 TeXHHYCCKHM KaHasaM.

2) YIpo3sl HECAHKIIMORMPOBAHHOTO JOCTYIa K HB(OPMALAN:

Yrpossl ynuutroxenus, xumeHua annapatasiXx cpencte MCITHH mocuTteneit
uH(popMalnHK MyTeM dusndeckoro goceryna K amementam MCI1/s.

YTpo3sl XUIICHHA, HECAHKIIMOHUPOBAHHOH MOAHPUKALIUN HUIH ONOKHPOBAHUS
MH(OPMALMK 32 CYeT HecaHKUMoHHpoBaHHoro nocryna (HCJ) ¢ mpuMeHeHnewm
NPOrPAMMHO-ANIIAPATHEIX W (POIPAMMHBIX CPEACTB (B TOM YWCIE MPOTPAMMHO-
MATe€MATHYECKHX BO3ACHUCTBUI).

Yrpo3bl He IpeJHaMEpPEeHHBIX [eHUCTBUH INONB30BATENEHd M HapylUeHHUH
oezonacnocT pynkuronuposanus UCHn u C311/In B ee coctaBe u3-3a cOoes B
OpOrpaMMHOM  O0ECIIeUeHUH, a TaKKe OT Yrpo3 HeaHTpoiforeHHore (cfoer
anmapaTypbl M3-32 HEHAJCKHOCTH  3JIEMEHTOB, COOEB  IJICKTPOMWTaHHs) U
CTUXHMHUHOrO (y/1apOoB MOJIHHH, TOXKAPOB, HAROIHEHHH U T.I1.) XapakTepa.

Yrpossl npegHaMepeHibIX JeHCTBHE BHYTPCHHHX HapyLIUuTe eH,

VYrpo3sl HeCaHKUHOHUPOBAHHOIO JOCTYIIA [0 KaHATaM CBA3H.

Ornycanue yrpos, BEPOATHOCTh HX peailu3allid, ONACHOCTb H aKTyallbHOCTh
IIpeACTaBIeHbl B AHATUTUYECKOM ODOCHOBaHHH HeoOxomumocTy coszganus C3ILH

1. Moaens yrpos.



11. Mexanusm peanuszannu Konnemunn

Peanuzainus KoHuenuu JOMKHA OCYIIECTRIATECS HA OCHOBE IIEPCHEKTHRHBIX
MPOrpaMM | [JIaHOB, KOTOPBIC COCTABJIAIOTCA HA OCHOBAHUM K BO UCHONHEHME!

degepatbHblX  3akOHOB B ofmactH  ofecriedyeHus  WHEPOPMAUUOHHOW
$e3011acHOCTH U 3aUTH HHGOPMALUH;

nocranoBirenuit [paBurennerra Poccuiickoit Penepanuu;

PYKOBOIAIMX,  OPraHU3alMOHHO-PaclOPAfUTENBHBIX UM  METOAMUECKUX
noxymertor OCTIK Poccun,

norpedbnocreft  HMCIIAx B  cpepcrBax  ofecticeueHna  0e30MacHOCTH

WHAQOPMATUH.



12, Oxupaembiii 3¢gdext ot peannzannn Konuenmun

Peanuzanus Konnenunn 6esonacrocty 11n 8 MCT1/{n nozsomut:

OIEHWTH  cocTosimne ©OesonmacnocTd  uHbopManmu  MCIIH,  soissums
UCTOYHUKY BHYTPEHHUX WM BHEIIHMX YIpo3 MH(OPMAIMOHHOW Oe30macHoCTy,
OfIpEeNeNANTE (PUOPUTETHLIC HANPaBICHMS [OpPEJOTBPAllCHUs, OTPaKeHUd U
HEATPANHIALMH ITHX YTPO3;

pa3paboTaTh pPACHOpPAAUTEABHBIE W HOPMATHMBHO-METOIMHECKHE TOKYMEHTHI
npuMenuTeisHo k MICTIIH;

YCTAaHOBUTE YpoBeHb 3amnineHHocTd UCTT/1H;

IIPOBECTH OPraHH3aUMOHHO-PEXXKHMHEIC M TeXHHYECKHe MEpPONpPHATHS TI0
obecnevenuto 6ezonacnoctu [JIn 8 UCH Hn;

ofecredd Ty HEOOXOUMBIH YPOBEHE 0€3011aCHOCTH O0BEKTOB 3aLHTHL.

OcymecTBIeHUE 3ITUX MEPOTIPHATHH 0fecneduT co3aHue eIMHON, HeNOCTHON
W CKOOPAHHUPOBAHHOH cHCTeMbl uHbopMmanuoHHOH OezonacHocty HCIIAH #

CO31acT yClioBus JJIA €€ lI&JIBHEﬁHICFO COBCPHICHCTBOBAHUA.



